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The Consumer Sentinel Network (CSN) is a secure online database of
millions of consumer complaints available only to law enforcement. In
addition to storing complaints received by the FTC, the CSN also includes
complaints filed with state law enforcement organizations such as the
Montana, North Carolina and Oregon Departments of Justice, the Tennessee
Division of Consumer Affairs, the South Carolina Department of Consumer
Affairs, and the Offices of the Attorneys General for California, Colorado,
Idaho, Indiana, lowa, Louisiana, Maine, Michigan, Mississippi, Ohio and
Washington. Federal agencies, including the Consumer Financial Protection
Bureau and the FBI’s Internet Crime Complaint Center, contribute data as
well. The Commission also receives complaints from the Canadian Anti-
Fraud Centre. Non-governmental organizations also provide complaint data
to the FTC. The Council of Better Business Bureaus, consisting of all North
American BBBs, is a major contributor of complaint data.  Other
organizations include the following: Green Dot, the Identity Theft Assistance
Center, the Lawyers’ Committee for Civil Rights Under Law, MoneyGram
International, the National Fraud Information Center, PrivacyStar, and
Western Union.

Law enforcement partners - whether they are down the street, across the
nation, or around the world - can use information in the database to enhance
and coordinate investigations.

Begun in 1997 to collect fraud and identity theft complaints, the CSN now has
more than 9 million complaints, including those about credit reports, debt
collection and mortgage assistance scams, among other subjects. The CSN
has a five-year data retention policy; complaints older than five years are
purged biannually. Between January and December 2013, the CSN received
more than 2 million consumer complaints, which the FTC has sorted into 30
complaint categories. Some organizations transfer their complaints to the CSN
after the end of the calendar year, and new data providers, added to the system
each year, are contributing complaints from prior years. As a result, the total
number of complaints for 2013 will increase during the next few months, and
totals from previous years may differ from prior CSN annual reports.

The 2013 Consumer Sentinel Network Data Book is based on unverified
complaints reported by consumers. The data is not based on a consumer
survey.

For more information about the Consumer Sentinel Network, visit
www.FTC.gov/sentinel.  Law enforcement personnel may join CSN at
Register.ConsumerSentinel.gov.
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For a detailed description of the CSN and a complete list of our data contributors, see Appendices Al through A4.

oVl
CONSUMER
NETWORK

Www.econsumer.gov

www.FTC.gov/sentinel

Federal Trade Commission Page 2 of 102

Data Clearinghouse

www.FTC.gov/idtheft

Released February 2014



._1!'[‘.

" CONSUMER
NETWORK
Executive Summary
Consumer Sentinel Network Data Book
January — December 2013
. The Consumer Sentinel Network (CSN) contains over 9 million complaints dating from calendar year 2009

through calendar year 2013. (In addition, the CSN contains over 13 million do-not-call complaints from this
same time period. We report on do-not-call complaints after the end of each fiscal year. See
http://www.ftc.gov/sites/default/files/documents/reports/national-do-not-call-registry-data-book-fiscal-year-
2013/131204dncdatabook.pdf for the 2013 National Do Not Call Registry Data Book.)

. The CSN received over 2 million complaints (excluding do-not-call) during calendar year 2013: 55% fraud
complaints; 14% identity theft complaints; and 31% other types of complaints.

. Identity Theft was the number one complaint category in the CSN for calendar year 2013 with 14% of the
overall complaints, followed by Debt Collection (10%); Banks and Lenders (7%); Impostor Scams (6%);
Telephone and Mobile Services (6%); Prizes, Sweepstakes and Lotteries (4%); Auto-Related Complaints
(4%); Shop-at-Home and Catalog Sales (3%); Television and Electronic Media (3%); and Advance Payments
for Credit Services (2%). The complete ranking of all 30 complaint categories is listed on page six of this
report.

. For military consumers, Identity Theft was the number one complaint category in the CSN, followed by
Impostor Scams at number two. Foreign Money Offers and Counterfeit Check Scams ranked as the seventh
highest category for military members, in contrast to seventeenth highest for the population as a whole.

Fraud

. Over one million complaints were fraud-related. Consumers reported paying over $1.6 billion in those fraud
complaints; the median amount paid was $400. Sixty-one percent of the consumers who reported a fraud-
related complaint also reported an amount paid.

. Forty-eight percent of all fraud-related complaints reported the method of initial contact. Of those complaints,
40% said the telephone, while another 33% said e-mail. Only 5% of those consumers reported mail as the
initial point of contact.

. Florida is the state with the highest per capita rate of reported fraud and other types of complaints, followed by
Nevada and Georgia.

Identity Theft
. Government documents\benefits fraud (34%) was the most common form of reported identity theft, followed
by credit card fraud (17%), phone or utilities fraud (14%), and bank fraud (8%). Other significant categories

of identity theft reported by victims were employment-related fraud (6%) and loan fraud (4%).

. Forty-one percent of identity theft complainants reported whether they contacted law enforcement. Of those
victims, 74% notified a police department. Sixty-one percent of these indicated a report was taken.

. Florida is the state with the highest per capita rate of reported identity theft complaints, followed by Georgia
and California.
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Consumer Sentinel Network

Complaint Type Percentages:
Calendar Years 2011 through 2013

Complaint Types

I - !dentity Theft Complaints
[ - Other Complaints
[ |- Fraud Complaints

2,110,916 2,101,780

1,897,252

CY-2011 CY-2012 CY-2013

1Percentages are based on the total number of Consumer Sentinel Network complaints by calendar year.
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Consumer Sentinel Network
Complaint Count?
Calendar Years 2001 through 2013
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Consumer Sentinel Network
Complaint Type Count?!
Calendar Years 2001 through 2013

Consumer Sentinel Network Complaint Count
Calendar Year Fraud _ Other Total Complaints
2001 137,306 86,250 101,963 325,519
2002 242,783 161,977 146,862 551,622
2003 331,366 215,240 167,051 713,657
2004 410,298 246,909 203,176 860,383
2005 437,585 255,687 216,042 909,314
2006 423,672 246,214 236,243 906,129
2007 505,563 259,314 305,570 1,070,447
2008 620,832 314,587 325,705 1,261,124
2009 708,781 278,360 441,836 1,428,977
2010 819,399 251,080 398,963 1,469,442
2011 1,040,439 279,216 577,597 1,897,252
2012 1,111,119 369,145 630,652 2,110,916
2013 1,165,090 290,056 646,634 2,101,780

1 Complaint counts from CY-2001 to CY-2008 represent historic figures as per the Consumer Sentinel Network’s five-year
data retention policy. These complaint figures exclude National Do Not Call Registry complaints.
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Consumer Sentinel Network
Complaint Categories!

January 1 — December 31, 2013

Rank Category

No. of

NETWORK

Complaints Percentages1

1
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Identity Theft

Debt Collection

Banks and Lenders

Impostor Scams

Telephone and Mobile Services

Prizes, Sweepstakes and Lotteries

Auto-Related Complaints

Shop-at-Home and Catalog Sales

Television and Electronic Media

Advance Payments for Credit Services

Internet Services

Health Care

Credit Cards

Business and Job Opportunities

Credit Bureaus, Information Furnishers and Report Users
Travel, Vacations and Timeshare Plans

Foreign Money Offers and Counterfeit Check Scams
Internet Auction

Mortgage Foreclosure Relief and Debt Management
Office Supplies and Services

Real Estate

Magazines and Books

Computer Equipment and Software

Home Repair, Improvement and Products

Grants

Investment-Related Complaints

Education

Charitable Solicitations

Buyers' Clubs

Clothing, Textiles and Jewelry

290,056
204,644
152,707
121,720
116,261
89,944
82,701
66,024
53,087
50,422
50,311
39,452
35,086
32,939
31,810
30,094
24,752
21,026
20,540
19,584
17,798
14,471
14,028
9,543
7,969
5,645
3,569
2,477
1,847
1,720

14%
10%
7%
6%
6%
4%
4%
3%
3%
2%
2%
2%
2%
2%
2%
1%
1%
1%
1%
1%
1%
1%
1%
<1%
<1%
<1%
<1%
<1%
<1%
<1%

1Percentages are based on the total number of CSN complaints (2,101,780) received by the FTC between January 1 and
December 31, 2013. Fourteen percent (293,668) of the total CSN complaints received by the FTC were coded “Other (Note
in Comments)”. For CSN category descriptions, details and three-year figures, see Appendices B1 through B3.
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Total Number of Fraud Complaints & Amount Paid
Calendar Years 2011 through 2013

2011 | 1,040,439
2012 | 1,111,119
2013 | 1,165,090

673,694
658,013
707,382

65% $1,547,435,639 $2,297
59% $1,412,308,747 $2,146
61% $1,622,784,979 $2,294

$538

$500
$400

1Average is based on the total number of consumers who reported an amount paid for each calendar year: CY-2011 = 673,694;
CY-2012 = 658,013; and CY-2013 = 707,382. The amount paid is based on complaints with reported values from $0 to

$999,999.

2Median is the middle number in a set of numbers so that half the numbers have values that are greater than the median and
half have values that are less. Calculation of the median excludes complaints with amount paid reported as $0.

Note: See Appendix C for fraud complaints and amount paid figures by State and the District of Columbia.

Consumer Sentinel Network
Distribution of Fraud Complaints by Amount Paid
Calendar Years 2011 through 2013

$0 340,677 51% 344,403 52% 312,645 44%
$1-25 16,662 2% 15,537 2% 14,970 2%
$26 - 50 19,812 3% 17,615 3% 20,290 3%
$51-75 13,344 2% 10,842 2% 13,355 2%
$76 - 100 17,453 3% 15,281 2% 22,439 3%
$101 - 250 50,660 8% 53,298 8% 79,135 11%
$251 - 500 45,408 7% 48,674 % 84,628 12%
$501 - 1,000 43,983 % 42,703 6% 51,194 %
$1,001 - 5,000 95,391 14% 82,360 13% 80,370 11%
More than $5,000 30,304 4% 27,300 4% 28,356 4%

3Percentages are based on the total number of consumers who reported amount paid for each calendar year: CY-2011 = 673,694; CY-2012

=658,013; and CY-2013 = 707,382.
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Consumer Sentinel Network Fraud Complaints
by Method of Consumer Payment?!
January 1 — December 31, 2013

40% ~

34%

30%

20%

10%

0%
Bank  Cash\Cash  Check Credit Internet\Mobile Money Prepaid Telephone  Wire
Account  Advance Cards Payment Order Cards? Bill Transfer?
Debit Services

Consumer Sentinel Network Fraud Complaints
by Method of Consumer Payment
Calendar Years 2011 through 2013

Bank Account Debit 34,006 14% $89,513,567 31,227 13% $80,667,612 35,149 11% $94,509,885
Cash\Cash Advance 17,767 % $154,491,152 15,861 7% $124,330,453 16,174 5% $170,573,267
Check 18,794 8% $93,554,779 17,084 7% $91,707,582 12,641 4% $70,962,952
Credit Cards 42,333 17% $128,218,570 36,715 15% $95,463,917 37,866 12% $89,028,153
Internet\Mobile - - - 938 <1% $777,283 4,508 1% $4,110,760
Money Order 15,198 6% $54,495,273 13314 5% $56,952,954 9,261 3% $57,748,844
Prepaid Cards’ 10 <1% $9,054 16,914 7% $6,946,619 84,671 28% $42,858,396
Telephone Bill 2,207 1% $472,378 1514 1% $903,210 736 <1% $342,949
Wire Transfer® 115,901 47% $438,343,577 109,138 45% $456,541,454 104,984 34% $507,713,984
Total Reporting Payment 246,216 $959,098,350 242,705 $914,291,084 305,990 $1,037,849,189

Percentages are based on the total number of CSN fraud complaints for each calendar year where consumers reported the method of payment:
CY-2011 = 246,216; CY-2012 = 242,705; and CY-2013 = 305,990. Of the total, 26% reported this information during CY-2013, 22% in CY-
2012 and 24% in CY-2011.

2Prepaid Cards figures include a significant number of complaints from data contributor Green Dot, and Wire Transfer figures include a
significant number of complaints from data contributors MoneyGram International and Western Union Money Transfer. This may affect the
distribution of the reported methods of payment.

3The amount paid is based on complaints reporting values from $0 to $999,999.
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Consumer Sentinel Network Fraud Complaints
by Company’s Method of Contacting Consumers?
January 1 — December 31, 2013

E-malil 33%
Mail 5%
Internet - Web _ o
Site\Others 15%

Other 7%

L

Consumer Sentinel Network Fraud Complaints by
Company’s Method of Contacting Consumers
Calendar Years 2011 through 2013

E-mail 260,028 42% 229,413 38% 183,200 33%
Mail 47,849 8% 52,821 9% 27,955 5%
Internet - Web Site\Others 79,475 13% 76,038 12% 82,150 15%
Phone 184,965 30% 208,271 34% 226,428 40%
Other 51,598 8% 44,874 7% 41,078 %
Iﬂoetgjoﬁep"”i”g contact | 53 915 611,417 560,811

Percentages are based on the total number of CSN fraud complaints for each calendar year where consumers reported the
company’s method of initial contact: CY-2011 = 623,915; CY-2012 = 611,417; and CY-2013 = 560,811. Of the total, 48% reported
this information during CY-2013, 55% in CY-2012 and 60% for CY-2011.
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Consumer Sentinel Network Fraud Complaints
by Consumer Age!
January 1 — December 31, 2013

!

19 and Under 2%

20-29 15%

30-39 17%

40-49 19%

20%

50-59

60-69 16%

70 and Over 11%

I

Consumer Sentinel Network Fraud Complaints
by Consumer Age!
Calendar Years 2011 through 2013

19.and Under 11,510 2% 10,520 2% 10,847 2%
20-29 74,413 15% 66,222 15% 67,692 15%
30-39 83,367 17% 74,764 16% 76,877 17%
40-49 97,278 20% 84,744 19% 86,213 19%
50-59 109,476 23% 103,215 23% 93,901 20%
60-69 71,708 15% 75,858 17% 73,769 16%
70and Over 36,293 % 40,300 9% 49,988 11%
;‘;te"’" Reporting | 4g4 045 455,623 450,287

1Percentages are based on the total number of consumers reporting their age for CSN fraud complaints each calendar year:
CY-2011 = 484,045; CY-2012= 455,623; and CY-2013 = 459,287. Of the total, 39% of consumers reported this
information during CY-2013, 41% in CY-2012, and 47% for CY-2011.
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Top 10 Reported Company Countries

for Fraud Complaints?

January 1 — December 31, 2013

Rank  Company Country Complaints Percentages1
1 United States 944,630 88%
2 Canada 45,114 4%
3 United Kingdom 10,109 1%
4 Nigeria 9,708 1%
5 India 5,916 1%
6 China 5,574 1%
7 Jamaica 4,929 <1%
8 Mexico 4,293 <1%
9 Philippines 3,073 <1%

10 Ghana 2,508 <1%

IPercentages are based on the number of fraud complaints received by the FTC between January 1 and December 31, 2013
where consumers reported a company country name (1,071,001). Ninety-six percent of CSN fraud complaints received by the

FTC during this time period reported the company country name.

Note: Company country names appear as reported by consumers and may not reflect where the company is actually located.

Company’s Method of Contacting Consumers for
Fraud Complaints Against Foreign Companies?

January 1 — December 31, 2013

Contact Method Complaints Pe rcentages2
E-mail 23,653 43%
Phone 11,191 21%
Internet - Web Site\Others 11,104 20%
Mail 5,101 9%
Other 3,503 6%

2Percentages are based on the 54,552 fraud complaints against foreign companies received by the FTC between January 1
and December 31, 2013, where consumers reported how companies initially contacted them. Complaints which reported a

company country other than the United States were considered foreign for these figures.
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Consumer Sentinel Network Identity Theft Complaints
How Victims’ Information is Misused!
Calendar Years 2011 through 2013

Government Documents or Benefits Fraud

Employment-Related Fraud

Percentages Percentages Percentages

Percentages Percentages Percentages

Theft Subtype CY-2011 CY-2012 CY-2013
Tax- or Wage-Related Fraud 24.3% 43.4% 30.0%
Government Benefits

Applied For\ Received 1.5% 1.6% 2.3%
Other Government Documents

Issued \ Forged 0.8% 0.8% 1.0%
Driver's License Issued \ Forged  0.8% 0.6% 0.6%
Total 274%  46.4% | 33.9%
Credit Card Fraud

Percentages Percentages Percentages

Theft Subtype CY-2011 CY-2012 CY-2013
New Accounts 8.5% 8.9% 11.2%
BExisting Account 5.8% 4.6% 5.7%
Total 143% 135% @ 16.9%

Phone or Utilities Fraud

Percentages Percentages Percentages

Theft Subtype CY-2011 CY-2012 CY-2013
Utilities - New Accounts 8.8% 6.2% 8.8%
Wireless - New Accounts 3.1% 2.5% 3.5%

Telephone - New Accounts 1.0% 0.6% 0.6%
Unauthorized Charges

to Existing Accounts 0.5% 0.4% 0.6%
Total 13.4% 9.7% 13.5%
Bank Fraud

Percentages Percentages Percentages
Theft Subtype CY-2011 CY-2012 CY-2013
Electronic Fund Transfer 3.8% 3.0% 3.7%
New Accounts 2.6% 1.9% 2.2%
Existing Accounts 2.3% 1.5% 1.8%
Total 8.7% 6.4% 1.7%

Theft Subtype CY-2011 CY-2012 CY-2013
Employment-Related Fraud 8.4% 5.4% 5.6%
Loan Fraud

Percentages Percentages Percentages
Theft Subtype CY-2011 CY-2012 CY-2013
Business \ Personal \

Student Loan 1.4% 1.3% 2.0%
Auto Loan \ Lease 0.9% 0.6% 1.1%
Real Estate Loan 0.8% 0.5% 0.8%
Total 3.1% 2.4% 3.9%
Other Identity Theft

Percentages Percentages Percentages
Theft Subtype CY-2011 CY-2012 CY-2013
Miscellaneous 8.5% 7.5% 8.7%
Uncertain 8.2% 6.1% 8.5%
Internet \ Email 1.6% 1.2% 1.7%
Data Breach 1.7% 1.1% 1.3%
Evading the Law 1.2% 0.8% 1.0%
Medical 1.0% 0.7% 0.9%
Apartment or House Rented 0.7% 0.4% 0.5%
Insurance 0.3% 0.2% 0.3%
Securities \ Other Investments  0.1% 0.1% 0.2%
Bankruptcy 0.1% 0.1% 0.1%
Property Rental Fraud 0.1% 0.1% 0.1%
Child Support 0.1% 0.1% 0.1%
Magazines 0.1% 0.1% 0.1%
Total 23.7% 185% @ 235%

Attempted Identity Theft

Percentages Percentages Percentages
CY-2011 CY-2012 CY-2013
6.8% 6.6% 7.2%

Theft Subtype
Attempted Identity Theft

IPercentages are based on the total number of CSN identity theft complaints for each calendar year: CY-2011 = 279,216;
CY-2012 = 369,145; and CY-2013 = 290,056. Note that 16% of identity theft complaints include more than one type of identity theft

in CY-2013, 11% in CY-2012; and 13% in CY-2011.
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Consumer Sentinel Network Identity Theft Complaints
Law Enforcement Contact!
January 1 — December 31, 2013

61% of Victims 7% of Victims

Notified a Notified a
Police Department _-.Police Department
andaReport (OSSN and a Report

Was Taken.__ Was NOT Taken

S,

“_.6% of Victims Notified a
Police Department and
Did Not Indicate if a
Report Was Taken

\..26% of Victims
Did Not Notify a
Police Department

Percentages are based on the total number of identity theft complaints where victims indicated whether they had
notified a police department (112,053). Of identity theft victims who contacted the FTC directly, 41% reported law
enforcement contact information.

Law Enforcement Contact
Calendar Years 2011 through 2013

Yes 67,379 57% 80,421 54% 67,604 61%
No 7,620 7% 8,164 6% 7,977 7%
Not Reported 7,589 6% 12,110 8% 6,867 6%
Total Who Notified a Police Department 82,588 70% 100,695 68% 82,448 74%
Total Who Did Not Notify a Police Department 35,762 30% 47,021 32% 29,605 26%
Total Reporting _ 118,350 147,716 112,053

Law Enforcement Contact Information

2Percentages are based on the total number of identity theft complaints where victims indicated whether they had notified a police
department: CY-2011 = 118,350; CY-2012 = 147,716; and CY-2013 = 112,053. Of identity theft victims who contacted the FTC
directly, 41% reported law enforcement contact information in CY-2013, 42% in CY-2012 and 45% in CY-2011.
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Consumer Sentinel Network Identity Theft Complaints

by Victims’ Agel

January 1 — December 31, 2013

19 and Under

20-29

30 -39

40 - 49

50 - 59

60 - 69

70 and Over

|

I

6%

12%

20%

19%

18%

17%

Consumer Sentinel Network Identity Theft Complaints
by Victims’ Age
Calendar Years 2011 through 2013

19 and Under 19,597 16,072

20-29 56,653 23% 57,258 21%
30-39 49,774 20% 52,408 19%
40-49 45,035 18% 49,110 18%
50-59 37,985 15% 45,209 17%
60-69 23,066 9% 30,356 11%
70 and Over 15,786 6% 21,909 8%
;‘;t:' Reporting 247,896 272,302

1Percentages are based on the total number of victims reporting their age in CSN identity theft complaints for each
calendar year: CY-2011 = 247,896; CY-2012 = 272,322; and CY-2013 = 200,393. Of the consumers who contacted the
FTC, 69% reported their age in CY-2013, 74% in CY-2012 and 89% in CY-2011.
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Consumer Sentinel Network State Complaint Rates
January 1 — December 31, 2013

Fraud & Other Complaints Identity Theft Complaints
Complaints
Per 100,000
Rank Consumer State Population’ Complaints
1  Florida 804.9 157,383 1  Florida 1929 37,720
2 Nevada 622.0 17,354 2 Ceorgia 134.1 13,402
3  Georgia 621.7 62,121 3 California 105.4 40,404
4 Delaware 592.3 5,483 4 Michigan 97.1 9,606
5  Michigan 579.6 57,358 4 Nevada 97.1 2,708
6 Maryland 572.2 33,922 6 Maryland 95.5 5,660
7  California 524.0 200,870 7  Arizona 91.2 6,043
8  New Jersey 514.7 45,801 8 Texas 88.0 23,266
9  Arizona 508.8 33,714 9  New York 86.9 17,072
10 Texas 504.2 133,345 10 lllinois 85.9 11,069
11 Virginia 4975 41,093 11  Delaware 81.1 751
12 Colorado 494.3 26,039 12 New Jersey 80.6 7,176
13 New Hampshire 475.8 6,297 13 Colorado 79.6 4,195
14 Washington 464.5 32,381 14  Alabama 74.7 3,610
15 Massachusetts 4487 30,029 14 Mississippi 74.7 2,233
16  New York 1411 86,673 16  Virginia 73.1 6,037
17  Pennsylvania 439.8 56,185 17  South Carolina 70.7 3,374
18 Ohio 438.7 50,765 18 Pennsylvania 70.0 8,943
19  Connecticut 437.3 15,724 19  New Mexico 69.4 1,448
20 Missouri 4355 26,320 19 Connecticut 69.4 2,496
21 Tennessee 4335 28,163 21 Louisiana 69.3 3,204
22 Oregon 428.2 16,827 22 Tennessee 68.8 4,468
23 North Carolina 4230 41,654 23 Washington 68.0 4,739
24 Rhode Island 422.1 4,438 24 North Carolina 67.8 6,679
25  South Carolina 419.0 20,005 25 Missouri 67.0 4,052
26 Louisiana 412.3 19,070 26  Ohio 64.8 7,502
27  Alabama 402.3 19,447 27 Massachusetts 63.3 4,237
28  New Mexico 397.6 8,292 27  Wisconsin 63.3 3,635
29 Idaho 3974 6,407 29 Arkansas 62.1 1,839
30 lllinois 388.8 50,080 30 Kansas 61.6 1,783
31 Alaska 384.4 2,826 31  West Virginia 60.6 1,124
32 Wisconsin 380.8 21,869 31 Rhode Island 60.6 637
33  Minnesota 380.2 20,610 33 Oregon 60.3 2,370
34 Hawaii 377.9 5,306 34  Oklahoma 60.0 2,309
35 West Virginia 3771 6,993 35 Indiana 58.5 3,845
35 Indiana 377.1 24,777 36 Minnesota 53.8 2,917
37 Kentucky 368.6 16,203 37 Alaska 52.2 384
38  Wyoming 360.4 2,100 38  New Hampshire 519 687
39 Kansas 359.0 10,390 39 Nebraska 51.6 965
40  Nebraska 355.3 6,638 40 Montana 50.1 509
41  Montana 3522 3,575 40  Kentucky 50.1 2,201
42 Maine 3514 4,668 42 Wyoming 49.6 289
43 Mississippi 350.6 10,486 43 Idaho 49.5 798
44 Utah 3454 10,020 44 Utah 49.3 1,429
45 Vermont 3445 2,159 45 Vermont 43.7 274
46 Arkansas 344.4 10,193 46 lowa 40.4 1,248
47 Oklahoma 343.0 13,206 47  Maine 385 511
48 lowa 3144 9,717 48 Hawaii 37.8 531
49  South Dakota 282.4 2,386 49  South Dakota 334 282
50 North Dakota 270.9 1,960 50 North Dakota 321 232

1Per 100,000 unit of population estimates are based on the 2013 U.S. Census population estimates (Table NST-EST2013-01 -- Annual Estimates of the Population
for the United States, Regions, States, and Puerto Rico: April 1, 2010 to July 1, 2013 ). Numbers for the District of Columbia are: Fraud and Others = 4,996
complaints and 772.8 complaints per 100,000 population; Identity Theft = 956 victims and 147.9 victims per 100,000 population.

Note: In calculating the State and Metropolitan Areas rankings, we excluded 16 state-specific data contributors’ complaints (the Montana, North Carolina and
Oregon Departments of Justice, the South Carolina Department of Consumer Affairs, the Tennessee Division of Consumer Affairs, and the Offices of the
Attorneys General for California, Colorado, Idaho, Indiana, lowa, Louisiana, Maine, Michigan, Mississippi, Ohio, and Washington).
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Consumer Sentinel Network
Largest Metropolitan Areas Ranking for

January 1 — December 31, 2013

Rank Metropolitan Area

Fraud and Other — Related Consumer Complaints?

NETWORK

Complaints Per
Complaints 100,000 Population

1
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Homosassa Springs, FL Metropolitan Statistical Area
Prescott, AZ Metropolitan Statistical Area
Bellingham, WA Metropolitan Statistical Area

Washington-Arlington-Alexandria, DC-VA-MD-WV Metropolitan Statistical Area

Santa Fe, NM Metropolitan Statistical Area

Colorado Springs, CO Metropolitan Statistical Area

Jacksonville, FL Metropolitan Statistical Area

Sierra Vista-Douglas, AZ Metropolitan Statistical Area

Las Vegas-Henderson-Paradise, NV Metropolitan Statistical Area
Dover, DE Metropolitan Statistical Area

Weirton-Steubenville, WV-OH Metropolitan Statistical Area
Baltimore-Columbia-Towson, MD Metropolitan Statistical Area

Myrtle Beach-Conway-North Myrtle Beach, SC-NC Metropolitan Statistical Area

Denver-Aurora-Lakewood, CO Metropolitan Statistical Area
Phoenix-Mesa-Scottsdale, AZ Metropolitan Statistical Area
Richmond, VA Metropolitan Statistical Area

Miami-Fort Lauderdale-West Palm Beach, FL Metropolitan Statistical Area
Deltona-Daytona Beach-Ormond Beach, FL Metropolitan Statistical Area
Tampa-St. Petersburg-Clearwater, FL Metropolitan Statistical Area
Crestview-Fort Walton Beach-Destin, FL Metropolitan Statistical Area
Columbus, OH Metropolitan Statistical Area

Olympia-Tumwater, WA Metropolitan Statistical Area

Boulder, CO Metropolitan Statistical Area

Elizabethtown-Fort Knox, KY Metropolitan Statistical Area

Palm Bay-Melbourne-Titusville, FL Metropolitan Statistical Area
Bremerton-Silverdale, WA Metropolitan Statistical Area

Kingston, NY Metropolitan Statistical Area

San Diego-Carlshbad, CA Metropolitan Statistical Area

Atlanta-Sandy Springs-Roswell, GA Metropolitan Statistical Area
Fayetteville, NC Metropolitan Statistical Area

North Port-Sarasota-Bradenton, FL Metropolitan Statistical Area
Orlando-Kissimmee-Sanford, FL Metropolitan Statistical Area
Pensacola-Ferry Pass-Brent, FL Metropolitan Statistical Area
Seattle-Tacoma-Bellevue, WA Metropolitan Statistical Area

Port St. Lucie, FL Metropolitan Statistical Area

Spokane-Spokane Valley, WA Metropolitan Statistical Area

East Stroudsburg, PA Metropolitan Statistical Area

Killeen-Temple, TX Metropolitan Statistical Area

Virginia Beach-Norfolk-Newport News, VA-NC Metropolitan Statistical Area
Charleston-North Charleston, SC Metropolitan Statistical Area
Dallas-Fort Worth-Arlington, TX Metropolitan Statistical Area

Coeur d'Alene, ID Metropolitan Statistical Area

Cleveland-Elyria, OH Metropolitan Statistical Area

Mobile, AL Metropolitan Statistical Area

Vallejo-Fairfield, CA Metropolitan Statistical Area

Reno, NV Metropolitan Statistical Area

Concord, NH Micropolitan Statistical Area

Dayton, OH Metropolitan Statistical Area

Cape Coral-Fort Myers, FL Metropolitan Statistical Area
Harrisburg-Carlisle, PA Metropolitan Statistical Area

899
1311
1,226

33,019

806
3,600
7,467

714

10,583
877
655

14,242

1,959
13,079
21,550
6,197
28,103
2,953
13,820
1,169
9,351
1,236
1,442

723
2,648
1,219

879

14,866
25,389
1,754
3,362
10,158
2,127
16,270
2,005
2,489

798
1,904
7,854
3,097

29,924

644
9,604
1,909
1,894
1,949

660
3,592
2,780
2,467

636.5
621.2
609.5
585.8
559.1
557.6
554.9
543.6
542.4
540.3
526.3
525.4
520.0
514.2
514.0
513.0
505.0
500.3
496.5
495.6
491.6
490.0
489.5
487.4
487.3
485.4
481.7
480.3
480.2
478.7
478.7
475.9
473.7
473.0
472.8
471.6
469.8
469.8
468.4
466.0
465.7
465.0
462.3
462.2
458.2
458.1
450.7
449.4
449.3
449.0

IRanking is based on the number of fraud and other types of complaints per 100,000 inhabitants for each Metropolitan Area. This chart illustrates the top 50
Metropolitan Areas (Metropolitan and Micropolitan Statistical Areas) with a population of one hundred thousand or more. See fraud and other types of
complaints figures for all Metropolitan Areas with a population of 100,000 or more in Appendix D1. Metropolitan Areas presented here are those defined by
the Office of Management and Budget as of February 2013 and the population estimates are based on the 2010 U.S. Census table CPH-T-5.

Note: In calculating the State and Metropolitan Areas rankings, we excluded 16 state-specific data contributors’ complaints (the Montana, North Carolina,
and Oregon Departments of Justice, the South Carolina Department of Consumer Affairs, the Tennessee Division of Consumer Affairs, and the Offices of
the Attorneys General for California, Colorado, ldaho, Indiana, lowa, Louisiana, Maine, Michigan, Mississippi, Ohio, and Washington).
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Consumer Sentinel Network
Largest Metropolitan Areas Ranking for
Identity Theft — Related Consumer Complaints?

January 1 — December 31, 2013

1  Miami-Fort Lauderdale-West Palm Beach, FL Metropolitan Statistical Area 18,941 340.4
2 Columbus, GA-AL Metropolitan Statistical Area 633 214.7
3 Naples-Immokalee-Marco Island, FL Metropolitan Statistical Area 688 214.0
4 Jonesboro, AR Metropolitan Statistical Area 231 190.9
5 Tallahassee, FL Metropolitan Statistical Area 659 179.4
6 Cape Coral-Fort Myers, FL Metropolitan Statistical Area 1,082 174.9
7  Atlanta-Sandy Springs-Roswell, GA Metropolitan Statistical Area 9,022 170.7
8 Port St. Lucie, FL Metropolitan Statistical Area 695 163.9
9 Beckley, WV Metropolitan Statistical Area 201 160.9
10 Tampa-St. Petersburg-Clearwater, FL Metropolitan Statistical Area 4,328 155.5
11 Orlando-Kissimmee-Sanford, FL Metropolitan Statistical Area 3,193 149.6
12 Detroit-Warren-Dearborn, M1l Metropolitan Statistical Area 6,138 1429
13 Lakeland-Winter Haven, FL Metropolitan Statistical Area 844 140.2
14  Stockton-Lodi, CA Metropolitan Statistical Area 912 133.1
15 Montgomery, AL Metropolitan Statistical Area 495 132.2
16 Vallejo-Fairfield, CA Metropolitan Statistical Area 530 128.2
17 Jacksonville, FL Metropolitan Statistical Area 1,692 125.7
18 Memphis, TN-MS-AR Metropolitan Statistical Area 1,662 1255
19 Valdosta, GA Metropolitan Statistical Area 175 125.4
20 Ocala, FL Metropolitan Statistical Area 414 125.0
21 Gainesville, FL Metropolitan Statistical Area 324 122.6
22  Sebastian-Vero Beach, FL Metropolitan Statistical Area 169 1224
23 Los Angeles-Long Beach-Anaheim, CA Metropolitan Statistical Area 15,277 119.1
24  Deltona-Daytona Beach-Ormond Beach, FL Metropolitan Statistical Area 702 1189
25 Fresno, CA Metropolitan Statistical Area 1,100 118.2
26 Albany, GA Metropolitan Statistical Area 185 117.6
27 San Francisco-Oakland-Hayward, CA Metropolitan Statistical Area 5,064 116.8
28 North Port-Sarasota-Bradenton, FL Metropolitan Statistical Area 819 116.6
29 Bakersfield, CA Metropolitan Statistical Area 978 116.5
30 Macon, GA Metropolitan Statistical Area 270 116.2
31 Riverside-San Bernardino-Ontario, CA Metropolitan Statistical Area 4,865 115.2
32 Savannah, GA Metropolitan Statistical Area 400 115.1
33 Punta Gorda, FL Metropolitan Statistical Area 184 115.0
34 Dallas-Fort Worth-Arlington, TX Metropolitan Statistical Area 7,378 114.8
35 Crestview-Fort Walton Beach-Destin, FL Metropolitan Statistical Area 265 112.4
36 PalmBay-Melbourne-Titusville, FL Metropolitan Statistical Area 605 111.3
37 Flint, MI Metropolitan Statistical Area 467 109.7
38 Lynchburg, VA Metropolitan Statistical Area 273 108.1
39 Jackson, MS Metropolitan Statistical Area 609 107.4
40 Washington-Arlington-Alexandria, DC-VA-MD-WV Metropolitan Statistical Area 5,991 106.3
41 Homosassa Springs, FL Metropolitan Statistical Area 149 105.5
42 Niles-Benton Harbor, MI Metropolitan Statistical Area 165 105.2
43 Houston-The Woodlands-Sugar Land, TX Metropolitan Statistical Area 6,198 104.7
44 Fayetteville, NC Metropolitan Statistical Area 377 102.9
45 Sacramento--Roseville--Arden-Arcade, CA Metropolitan Statistical Area 2,176 101.3
46 Modesto, CA Metropolitan Statistical Area 520 101.1
46  Phoenix-Mesa-Scottsdale, AZ Metropolitan Statistical Area 4,238 101.1
48 Las Vegas-Henderson-Paradise, NV Metropolitan Statistical Area 1,966 100.8
49  Chicago-Naperville-Elgin, IL-IN-W1 Metropolitan Statistical Area 9,499 100.4
50 Killeen-Temple, TX Metropolitan Statistical Area 403 99.4

'Ranking is based on the number of identity theft complaints per 100,000 inhabitants for each Metropolitan Area. This chart illustrates the top 50
Metropolitan Areas (Metropolitan and Micropolitan Statistical Areas) with a population of one hundred thousand or more. See identity theft figures for all
Metropolitan Areas with a population of 100,000 or more in Appendix D2. Metropolitan Areas presented here are those defined by the Office of
Management and Budget as of February 2013 and the population estimates are based on the 2010 U.S. Census table CPH-T-5.
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Consumer Sentinel Network Military Complaints
by Consumer Military Branch
January 1 — December 31, 2013

Military Branch Complaints  Perce ntages1
U.S. Army 32,454 49%
U.S. Navy 13,765 21%
U.S. Air Force 12,369 19%
U.S. Marines 6,158 9%
U.S. Coast Guard 1,211 2%
Total 65,957

1Percentages are based on the total number of CSN complaints
from military consumers reporting their branch of service
(65,957) between January 1 and December 31, 2013. Of the
72,964 military consumers, 90% reported this information
during CY-2013.

Consumer Sentinel Network
Military Complaints

by Consumer Military Status
January 1 — December 31, 2013

Military Status Complaints Percentages2
Active Duty Service Member 5,185 8%
Dependent Child\Other - DoD Civilian 832 1%
Dependent Child\Other - Service Member 2,398 4%
Dependent Spouse - DoD Civilian 2,459 4%
Dependent Spouse - Service Member 7,770 12%
DoD Civilian 538 1%
Inactive Reserve\National Guard 3,466 5%
Military Retiree\\eteran 44,281 66%
Total 66,929

2Percentages are based on the total number of CSN complaints
from military consumers reporting their military status (66,929)
between January 1 and December 31, 2013. Of the 72,964 military
consumers, 92% reported this information during CY-2013.

Federal Trade Commission

Page 18 of 102

NETWORK

Consumer Sentinel Network

Military Complaints

by Consumer Military Pay Grade
January 1 — December 31, 2013

Military Pay Grade = Complaints Percentag es’
DoD Civilian 1,138 4%
E1-E3 6,279 24%
E4 4,620 18%
E5-E6 7,802 30%
E7-E9 2,767 11%
01-03 1,457 6%
04-06 1,666 6%
O7 and Above 133 1%
W1-W5 330 1%
Total 26,192

3Percentages are based on the total number of
CSN complaints from military consumers
reporting their pay grade (26,192) between
January 1 and December 31, 2013. Of the
72,964 military consumers, 36% reported this

information during CY-2013.
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Consumer Sentinel Network Military
Complaints by Top Category
January 1 — December 31, 2013

Complaint
Rank Category Description Count Percentages1
1 Identity Theft 22,066 30%
2 Impostor Scams 12,530 17%
3 Debt Collection 6,598 9%
4 Banks and Lenders 4,391 6%
5  Prizes, Sweepstakes and Lotteries 2,811 4%
6  Shop-at-Home and Catalog Sales 1,448 2%
7 Foreign Money Offers and Counterfeit Check Scams 1,425 2%
8  Credit Bureaus, Information Furnishers and Report Users 1,311 2%
9  Auto-Related Complaints 1,296 2%
10 Internet Services 895 1%
11 Telephone and Mobile Services 880 1%
12 Health Care 871 1%
13 Credit Cards 783 1%
14 Grants 697 1%
15  Business and Job Opportunities 559 1%
16 Computer Equipment and Software 537 1%
17  Trawel, Vacations and Timeshare Plans 537 1%
18  Home Repair, Improvement and Products 522 1%
19  Mortgage Foreclosure Relief and Debt Management 489 1%
20 Advance Payments for Credit Services 453 1%

1Percentages are based on the total number of CSN Military complaints (72,964) received between January 1 and December
31, 2013. Eighteen percent of these complaints were coded in the Other category.

Top Categories for Complaints from Top Categories for Complaints from
Enlisted Military Consumers Officer Military Consumers
January 1 — December 31, 2013 January 1 — December 31, 2013
Complaint Complaint
Rank Category Description Count Percentages2 Rank Category Description Count  Percentages’

1  lIdentity Theft 6,667 31% 1 Identity Theft 1,049 29%

2 Debt Collection 2,973 14% 2 Banks and Lenders 386 11%

3 Impostor Scams 2,327 11% 3 Debt Collection 363 10%

4 Banks and Lenders 2,145 10% 4 Impostor Scams 345 10%

5  Credit Bureaus, Information 698 3% 5  Credit Bureaus, Information 169 5%

Furnishers and Report Users Furnishers and Report Users

6  Auto-Related Complaints 585 3% 6  Shop-at-Home and Catalog Sales 109 3%

7 Prizes, Sweepstakes and Lotteries 542 3% 7 Credit Cards 100 3%

8  Shop-at-Home and Catalog Sales 483 2% 8 Internet Services 93 3%

9  Credit Cards 397 2% 9  Auto-Related Complaints 85 2%

10 Foreign Money Offers and 340 2% 10 Foreign Money Offers and 69 2%

Counterfeit Check Scams Counterfeit Check Scams

2Percentages are based on the total number of CSN complaints (21,468) 3Percentages are based on the total number of CSN complaints (3,586)
from military consumers reporting an enlisted rank received between from military consumers reporting an officer rank received between
January 1 and December 31, 2013. Twelve percent of these complaints January 1 and December 31, 2013. Thirteen percent of these complaints
were coded in the Other category. were coded in the Other category.
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Consumer Sentinel Network - Military
Identity Theft Complaints

How Victims’ Information is Misused
January 1 — December 31, 2013

Identity Theft Types \ Theft Subtypes

Complaints Pe rcentz;\ges1

Government Documents or Benefits Fraud 40.8%
Taxor Wage Related Fraud 7,654 34.7%
Government Benefits Applied For\ Received 850 3.9%
Other Government Documents Issued \ Forged 344 1.6%
Driver's License Issued or Forged 130 0.6%
Credit Card Fraud 17.3%
New Accounts 2,479 11.2%
Existing Account 1,350 6.1%
Phone or Utilities Fraud 14.5%
Utilities - New Accounts 2,220 10.1%
Wireless - New Accounts 704 3.2%
Telephone - New Accounts 128 0.6%
Unauthorized Charges to Existing Accounts 124 0.6%
Bank Fraud 8.8%
Electronic Fund Transfer 1,062 4.8%
New Accounts 487 2.2%
Existing Accounts 404 1.8%
Loan Fraud 4.3%
Business \ Personal \ Student Loan 524 2.4%
Auto Loan \ Lease 235 1.1%
Real Estate Loan 181 0.8%
Employment 3.4%
Employment-Related Fraud 742 3.4%
Other Identity Theft 16.8%
Uncertain 1,385 6.3%
Miscellaneous 694 3.1%
Internet or E-Mail 442 2.0%
Data Breach 364 1.6%
Medical 281 1.3%
Evading the Law 216 1.0%
Apartment or House Rented 113 0.5%
Insurance 82 0.4%
Securities \ Other Investments 47 0.2%
Property Rental Fraud 25 0.1%
Child Support 22 0.1%
Magazines 21 0.1%
Bankruptcy 10 <0.1%
Attempted Identity Theft 8.4%
Attempted Identity Theft 1,854 8.4%

NETWORK

Percentages are based on the total number of Consumer Sentinel Network (CSN) Military identity theft complaints (22,066) received
between January 1 and December 31, 2013. Note that 14% of CSN Military identity theft complaints included more than one type of

identity theft.
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Consumer Sentinel Network
Detailed State Complaint Information

(one page per State and the District of Columbia)

Fraud & Other Complaints

P> Top Fraud & Other Complaint Categories

P ldentity Theft Types Reported by Victims
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Consumer Sentinel Network Complaint Figures
January 1 - December 31, 2013

Total Number of Identity Theft, Fraud and Other Consumer Complaints = 23,057

NETWORK

Fraud and Other Complaints Count from Alabama Consumers = 19,447

Top 10 Fraud and Other Complaint Categories Reported by Alabama Consumers

Rank Top Categories
1  Debt Collection
Impostor Scams

Banks and Lenders
Auto-Related Complaints
Telephone and Mobile Services
Television and Electronic Media
Shop-at-Home and Catalog Sales
Internet Services

Business and Job Opportunities

O© O ~NOO O WN

=
o

Prizes, Sweepstakes and Lotteries

Complaints  Percentage’
2,136 11%
1,626 8%
1,468 8%
1,452 7%

965 5%
950 5%
773 4%
680 3%
513 3%
418 2%

1Percentages are based on the total number of CSN fraud and other complaints from Alabama consumers (19,447).

Identity Theft Complaints Count from Alabama Victims = 3,610

Identity Theft Types Reported by Alabama Victims

Rank Identity Theft Type Complaints Percentage1

1  Government Documents or Benefits Fraud 1,606 44%
2 Phone or Utilities Fraud 453 13%
3  Credit Card Fraud 396 11%
4  BankFraud 226 6%
5 Loan Fraud 151 4%
6  Employment-Related Fraud 138 4%

Other 707 20%

Attempted Identity Theft 192 5%

1Percentages are based on the 3,610 victims reporting from Alabama. Note that CSN identity theft
complaints may be coded under multiple theft types.
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Consumer Sentinel Network Complaint Figures

January 1 - December 31, 2013

NETWORK

Total Number of Identity Theft, Fraud and Other Consumer Complaints = 3,210

Fraud and Other Complaints Count from Alaska Consumers = 2,826

Top 10 Fraud and Other Complaint Categories Reported by Alaska Consumers

Rank Top Categories Complaints Percentage1
1  Debt Collection 244 9%
2 Impostor Scams 184 7%
3 Banks and Lenders 182 6%
4 Prizes, Sweepstakes and Lotteries 179 6%
5  Auto-Related Complaints 145 5%
6  Shop-at-Home and Catalog Sales 131 5%
7  Health Care 95 3%
8 Internet Services 90 3%
9  Telephone and Mobile Services 78 3%
10 Credit Bureaus, Information Furnishers and Report 73 3%

Users

1Percentages are based on the total number of CSN fraud and other complaints from Alaska consumers (2,826).

Identity Theft Complaints Count from Alaska Victims = 384

Identity Theft Types Reported by Alaska Victims

Rank Identity Theft Type Complaints Percentage1

1  Government Documents or Benefits Fraud 117 30%
2  Credit Card Fraud 58 15%
3 Phone or Utilities Fraud 52 14%
4  Bank Fraud 29 8%
5  Employment-Related Fraud 18 5%
6 Loan Fraud 14 4%

Other 107 28%

Attempted Identity Theft 27 7%

1Percentages are based on the 384 victims reporting from Alaska. Note that CSN identity theft
complaints may be coded under multiple theft types.
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ARIZONA
Consumer Sentinel Network Complaint Figures
January 1 - December 31, 2013

Total Number of Identity Theft, Fraud and Other Consumer Complaints = 39,757

Fraud and Other Complaints Count from Arizona Consumers = 33,714

Top 10 Fraud and Other Complaint Categories Reported by Arizona Consumers

Rank Top Categories Complaints Percentage1
1 Banks and Lenders 3,278 10%
2 Debt Collection 3,207 10%
3 Impostor Scams 2,579 8%
4  Auto-Related Complaints 1,993 6%
5  Telephone and Mobile Services 1,676 5%
6  Prizes, Sweepstakes and Lotteries 1,367 4%
7  Television and Electronic Media 1,254 4%
8  Shop-at-Home and Catalog Sales 1,091 3%
9 Internet Services 1,041 3%
10 Health Care 920 3%

1Percentages are based on the total number of CSN fraud and other complaints from Arizona consumers (33,714).

Identity Theft Complaints Count from Arizona Victims = 6,043

Identity Theft Types Reported by Arizona Victims

Rank Identity Theft Type Complaints Percentage1

1  Government Documents or Benefits Fraud 1,431 24%
2  Employment-Related Fraud 930 15%
3 Credit Card Fraud 875 14%
4 Phone or Utilities Fraud 653 11%
5 BankFraud 490 8%
6 Loan Fraud 246 4%

Other 1,608 27%

Attempted Identity Theft 407 7%

1Percentages are based on the 6,043 victims reporting from Arizona. Note that CSN identity theft
complaints may be coded under multiple theft types.
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ARKANSAS
Consumer Sentinel Network Complaint Figures
January 1 - December 31, 2013

Total Number of Identity Theft, Fraud and Other Consumer Complaints = 12,032

Fraud and Other Complaints Count from Arkansas Consumers = 10,193

Top 10 Fraud and Other Complaint Categories Reported by Arkansas Consumers

Rank Top Categories Complaints Percentage1
1  Prizes, Sweepstakes and Lotteries 1,073 11%
2  Debt Collection 933 9%
3 Impostor Scams 906 9%
4  Banks and Lenders 656 6%
5  Auto-Related Complaints 513 5%
6  Telephone and Mobile Services 479 5%
7  Shop-at-Home and Catalog Sales 366 4%
8  Television and Electronic Media 365 4%
9 Internet Services 264 3%
10 Foreign Money Offers and Counterfeit Check Scams 243 2%

IPercentages are based on the total number of CSN fraud and other complaints from Arkansas consumers (10,193).

Identity Theft Complaints Count from Arkansas Victims = 1,839

Identity Theft Types Reported by Arkansas Victims

Rank Identity Theft Type Complaints Percentage1

1  Government Documents or Benefits Fraud 700 38%
2 Phone or Utilities Fraud 291 16%
3 Credit Card Fraud 213 12%
4  Bank Fraud 139 8%
5  Employment-Related Fraud 86 5%
6 Loan Fraud 52 3%

Other 400 22%

Attempted Identity Theft 105 6%

1Percentages are based on the 1,839 victims reporting from Arkansas. Note that CSN identity theft
complaints may be coded under multiple theft types.
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CALIFORNIA
Consumer Sentinel Network Complaint Figures
January 1 - December 31, 2013

Total Number of Identity Theft, Fraud and Other Consumer Complaints = 241,274

Fraud and Other Complaints Count from California Consumers = 200,870

Top 10 Fraud and Other Complaint Categories Reported by California Consumers

Rank Top Categories Complaints Percentage1
1  Debt Collection 26,788 13%
2 Banks and Lenders 19,941 10%
3  Telephone and Mobile Services 16,965 8%
4 Impostor Scams 10,015 5%
5  Auto-Related Complaints 7,617 4%
6  Shop-at-Home and Catalog Sales 5,869 3%
7  Internet Services 5,599 3%
8  Television and Electronic Media 5,066 3%
9  Prizes, Sweepstakes and Lotteries 4,747 2%
10 Credit Cards 4,166 2%

IPercentages are based on the total number of CSN fraud and other complaints from California consumers (200,870).
Note: These figures exclude complaints provided by the California Office of Attorney General.

Identity Theft Complaints Count from California Victims = 40,404

Identity Theft Types Reported by California Victims

Rank Identity Theft Type Complaints Percentage1

1  Government Documents or Benefits Fraud 9,492 23%
2  Credit Card Fraud 9,251 23%
3 Phone or Utilities Fraud 4,922 12%
4 Bank Fraud 3,356 8%
5  Employment-Related Fraud 3,223 8%
6 Loan Fraud 1,400 3%

Other 10,091 25%

Attempted Identity Theft 3,497 9%

1Percentages are based on the 40,404 victims reporting from California. Note that CSN identity theft
complaints may be coded under multiple theft types.
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Consumer Sentinel Network Complaint Figures
January 1 - December 31, 2013

Total Number of Identity Theft, Fraud and Other Consumer Complaints = 30,234

NETWORK

Fraud and Other Complaints Count from Colorado Consumers = 26,039

Top 10 Fraud and Other Complaint Categories Reported by Colorado Consumers

Rank Top Categories

1

O© 0O ~NOO O WNN

=
o

Banks and Lenders

Debt Collection

Impostor Scams

Auto-Related Complaints
Television and Electronic Media
Telephone and Mobile Services
Shop-at-Home and Catalog Sales
Internet Services

Prizes Sweepstakes and Lotteries
Health Care

Complaints  Percentage’
2,521 10%
2,244 9%
1,848 7%
1,614 6%
1,303 5%
1,280 5%
1,037 4%
1,003 4%

833 3%
695 3%

IPercentages are based on the total number of CSN fraud and other complaints from Colorado consumers (26,039).
Note: These figures exclude complaints provided by the Colorado Office of Attorney General.

Identity Theft Types Reported by Colorado Victims

Identity Theft Complaints Count from Colorado Victims = 4,195

Rank Identity Theft Type Complaints Percentage1

1  Government Documents or Benefits Fraud 1,036 25%
2  Credit Card Fraud 636 15%
3  Employment-Related Fraud 478 11%
4 Phone or Utilities Fraud 458 11%
5 BankFraud 308 7%
6 Loan Fraud 120 3%

Other 1,153 27%

Attempted Identity Theft 358 9%

1Percentages are based on the 4,195 victims reporting from Colorado. Note that CSN identity theft
complaints may be coded under multiple theft types.
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CONNECTICUT
Consumer Sentinel Network Complaint Figures
January 1 - December 31, 2013

Total Number of Identity Theft, Fraud and Other Consumer Complaints = 18,220

Fraud and Other Complaints Count from Connecticut Consumers = 15,724

Top 10 Fraud and Other Complaint Categories Reported by Connecticut Consumers

Rank Top Categories Complaints Percentage1
1 Banks and Lenders 1,668 11%
2  Debt Collection 1,490 9%
3  Auto-Related Complaints 1,238 8%
4 Impostor Scams 1,204 8%
5  Telephone and Mobile Services 884 6%
6  Shop-at-Home and Catalog Sales 552 4%
7  Health Care 537 3%
8 Internet Services 464 3%
9  Television and Electronic Media 431 3%
10 Credit Cards 407 3%

1Percentages are based on the total number of CSN fraud and other complaints from Connecticut consumers (15,724).

Identity Theft Complaints Count from Connecticut Victims = 2,496

Identity Theft Types Reported by Connecticut Victims

Rank Identity Theft Type Complaints Percentage1

1  Government Documents or Benefits Fraud 806 32%
2  Credit Card Fraud 430 17%
3 Phone or Utilities Fraud 328 13%
4  Bank Fraud 176 7%
5  Employment-Related Fraud 110 4%
6 Loan Fraud 58 2%

Other 606 24%

Attempted Identity Theft 220 9%

1Percentages are based on the 2,496 victims reporting from Connecticut. Note that CSN identity theft
complaints may be coded under multiple theft types.
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DELAWARE
Consumer Sentinel Network Complaint Figures
January 1 - December 31, 2013

Total Number of Identity Theft, Fraud and Other Consumer Complaints = 6,234

Fraud and Other Complaints Count from Delaware Consumers = 5,483

Top 10 Fraud and Other Complaint Categories Reported by Delaware Consumers

Rank Top Categories Complaints Percentage1
1  Debt Collection 733 13%
2 Banks and Lenders 722 13%
3 Impostor Scams 353 6%
4  Auto-Related Complaints 293 5%
5  Telephone and Mobile Services 267 5%
6  Shop-at-Home and Catalog Sales 199 4%
7  Prizes, Sweepstakes and Lotteries 192 4%
8  Television and Electronic Media 181 3%
9  Credit Cards 154 3%
10 Health Care 145 3%

IPercentages are based on the total number of CSN fraud and other complaints from Delaware consumers (5,483).

Identity Theft Complaints Count from Delaware Victims = 751

Identity Theft Types Reported by Delaware Victims

Rank Identity Theft Type Complaints Percentage1

1  Government Documents or Benefits Fraud 221 29%
2 Phone or Utilities Fraud 137 18%
3 Credit Card Fraud 126 17%
4  Bank Fraud 49 7%
5  Employment-Related Fraud 38 5%
6 Loan Fraud 28 4%

Other 181 24%

Attempted Identity Theft 47 6%

1Percentages are based on the 751 victims reporting from Delaware. Note that CSN identity theft
complaints may be coded under multiple theft types.
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DISTRICT OF COLUMBIA
Consumer Sentinel Network Complaint Figures
January 1 - December 31, 2013

Total Number of Identity Theft, Fraud and Other Consumer Complaints = 5,952

Fraud and Other Complaints Count from District of Columbia Consumers = 4,996

Top 10 Fraud and Other Complaint Categories Reported by District of Columbia Consumers

Rank Top Categories Complaints Percentage1
1 Banks and Lenders 696 14%
2 Debt Collection 582 12%
3  Telephone and Mobile Services 268 5%
4 Impostor Scams 260 5%
5  Credit Bureaus, Information Furnishers and Report 197 1%

Users
6  Auto-Related Complaints 191 4%
7  Credit Cards 177 1%
8 Internet Services 164 3%
9  Television and Electronic Media 157 3%
10 Shop-at-Home and Catalog Sales 153 3%

IPercentages are based on the total number of CSN fraud and other complaints from District of Columbia consumers (4,996).

Identity Theft Complaints Count from District of Columbia Victims = 956

Identity Theft Types Reported by District of Columbia Victims

Rank Identity Theft Type Complaints Percentage1

1  Government Documents or Benefits Fraud 309 32%
2  Credit Card Fraud 144 15%
3 Phone or Utilities Fraud 137 14%
4  Bank Fraud 66 7%
5 Loan Fraud 44 5%
6  Employment-Related Fraud 37 4%

Other 250 26%

Attempted Identity Theft 71 7%

1Percentages are based on the 956 victims reporting from District of Columbia. Note that CSN identity
theft complaints may be coded under multiple theft types.
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FLORIDA
Consumer Sentinel Network Complaint Figures
January 1 - December 31, 2013

Total Number of Identity Theft, Fraud and Other Consumer Complaints = 195,103

Fraud and Other Complaints Count from Florida Consumers = 157,383

Top 10 Fraud and Other Complaint Categories Reported by Florida Consumers

Rank Top Categories Complaints Percentage1
1  Debt Collection 28,212 18%
2  Telephone and Mobile Services 15,707 10%
3  Banks and Lenders 12,703 8%
4 Impostor Scams 6,437 4%
5  Auto-Related Complaints 5,872 4%
6  Prizes, Sweepstakes and Lotteries 3,698 2%
7  Television and Electronic Media 3,508 2%
8  Shop-at-Home and Catalog Sales 3,322 2%
9 Internet Services 2,980 2%
10 Credit Cards 2,647 2%

1Percentages are based on the total number of CSN fraud and other complaints from Florida consumers (157,383).

Identity Theft Complaints Count from Florida Victims = 37,720

Identity Theft Types Reported by Florida Victims

Rank Identity Theft Type Complaints Percentage1

1  Government Documents or Benefits Fraud 20,781 55%
2  Credit Card Fraud 4,503 12%
3 Phone or Utilities Fraud 2,640 %
4 Bank Fraud 2,292 6%
5  Employment-Related Fraud 841 2%
6 Loan Fraud 767 2%

Other 6,475 17%

Attempted Identity Theft 2,491 7%

1Percentages are based on the 37,720 victims reporting from Florida. Note that CSN identity theft
complaints may be coded under multiple theft types.
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GEORGIA
Consumer Sentinel Network Complaint Figures
January 1 - December 31, 2013

Total Number of Identity Theft, Fraud and Other Consumer Complaints = 75,523

Fraud and Other Complaints Count from Georgia Consumers = 62,121

Top 10 Fraud and Other Complaint Categories Reported by Georgia Consumers

Rank Top Categories Complaints Percentage1
1  Debt Collection 9,212 15%
2  Banks and Lenders 6,658 11%
3  Telephone and Mobile Services 5,650 9%
4  Auto-Related Complaints 3,114 5%
5 Impostor Scams 2,779 4%
6  Television and Electronic Media 2,113 3%
7  Prizes, Sweepstakes and Lotteries 1,625 3%
8  Shop-at-Home and Catalog Sales 1,529 2%
9 Internet Services 1,426 2%
10 Health Care 1,252 2%

1Percentages are based on the total number of CSN fraud and other complaints from Georgia consumers (62,121).

Identity Theft Complaints Count from Georgia Victims = 13,402

Identity Theft Types Reported by Georgia Victims

Rank Identity Theft Type Complaints Percentage1

1  Government Documents or Benefits Fraud 6,873 51%
2  Credit Card Fraud 1,519 11%
3 Phone or Utilities Fraud 1,445 11%
4  Bank Fraud 739 6%
5 Loan Fraud 464 3%
6  Employment-Related Fraud 354 3%

Other 2,442 18%

Attempted Identity Theft 659 5%

IPercentages are based on the 13,402 victims reporting from Georgia. Note that CSN identity theft
complaints may be coded under multiple theft types.
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HAWAII
Consumer Sentinel Network Complaint Figures
January 1 - December 31, 2013

NETWORK

Total Number of Identity Theft, Fraud and Other Consumer Complaints = 5,837

Fraud and Other Complaints Count from Hawaii Consumers =5

,306

Top 10 Fraud and Other Complaint Categories Reported by Hawaii Consumers

Rank Top Categories Complaints Percentage1
1 Banks and Lenders 480 9%
2 Prizes, Sweepstakes and Lotteries 474 9%
3  Debt Collection 385 7%
4  Impostor Scams 337 6%
5  Telephone and Mobile Services 305 6%
6  Shop-at-Home and Catalog Sales 247 5%
7  Auto-Related Complaints 224 4%
8 Internet Services 218 4%
9  Health Care 125 2%
10 Real Estate 117 2%

IPercentages are based on the total number of CSN fraud and other complaints from Hawaii consumers (5,306).

Identity Theft Complaints Count from Hawaii Victims = 531

Identity Theft Types Reported by Hawaii Victims

Rank Identity Theft Type Complaints Percentage1

1  Credit Card Fraud 116 22%
2  Government Documents or Benefits Fraud 105 20%
3 Phone or Utilities Fraud 45 8%
4  Bank Fraud 40 8%
5 Loan Fraud 14 3%
6  Employment-Related Fraud 8 2%

Other 159 30%

Attempted Identity Theft 70 13%

IPercentages are based on the 531 victims reporting from Hawaii. Note that CSN identity theft
complaints may be coded under multiple theft types.
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Consumer Sentinel Network Complaint Figures

January 1 - December 31, 2013

NETWORK

Total Number of Identity Theft, Fraud and Other Consumer Complaints = 7,205

Fraud and Other Complaints Count from Idaho Consumers = 6,407

Top 10 Fraud and Other Complaint Categories Reported by Idaho Consumers

Rank Top Categories Complaints Percentage1
1  Debt Collection 702 11%
2 Banks and Lenders 497 8%
3 Impostor Scams 447 7%
4  Auto-Related Complaints 367 6%
5  Telephone and Mobile Services 318 5%
6  Prizes, Sweepstakes and Lotteries 282 4%
7  Television and Electronic Media 260 4%
8  Shop-at-Home and Catalog Sales 250 4%
9 Internet Services 248 4%
10 Health Care 217 3%

Percentages are based on the total number of CSN fraud and other complaints from Idaho consumers (6,407).
Note: These figures exclude complaints provided by the Idaho Office of Attorney General.

Identity Theft Complaints Count from Idaho Victims = 798

Identity Theft Types Reported by Idaho Victims

Rank Identity Theft Type Complaints Percentage1

1  Government Documents or Benefits Fraud 227 28%
2  Credit Card Fraud 112 14%
3 Phone or Utilities Fraud 109 14%
4  Bank Fraud 61 8%
5  Employment-Related Fraud 50 6%
6 Loan Fraud 20 3%

Other 238 30%

Attempted Identity Theft 63 8%

IPercentages are based on the 798 victims reporting from Idaho. Note that CSN identity theft complaints
may be coded under multiple theft types.
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ILLINOIS
Consumer Sentinel Network Complaint Figures
January 1 - December 31, 2013

Total Number of Identity Theft, Fraud and Other Consumer Complaints = 61,149

Fraud and Other Complaints Count from Illinois Consumers = 50,080

Top 10 Fraud and Other Complaint Categories Reported by Illinois Consumers

Rank Top Categories Complaints Percentage1
1 Banks and Lenders 5,580 11%
2 Debt Collection 4,835 10%
3  Telephone and Mobile Services 3,829 8%
4  Auto-Related Complaints 2,657 5%
5 Impostor Scams 2,594 5%
6  Television and Electronic Media 2,142 4%
7  Shop-at-Home and Catalog Sales 2,065 4%
8 Internet Services 1,873 4%
9  Prizes, Sweepstakes and Lotteries 1,773 4%
10 Health Care 1,428 3%

IPercentages are based on the total number of CSN fraud and other complaints from Illinois consumers (50,080).

Identity Theft Complaints Count from Illinois Victims = 11,069

Identity Theft Types Reported by Illinois Victims

Rank Identity Theft Type Complaints Percentage1

1  Government Documents or Benefits Fraud 3,379 31%
2 Phone or Utilities Fraud 1,887 17%
3  Credit Card Fraud 1,706 15%
4  Bank Fraud 891 8%
5  Employment-Related Fraud 576 5%
6 Loan Fraud 422 4%

Other 2,546 23%

Attempted Identity Theft 847 8%

1Percentages are based on the 11,069 victims reporting from Illinois. Note that CSN identity theft
complaints may be coded under multiple theft types.
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INDIANA
Consumer Sentinel Network Complaint Figures
January 1 - December 31, 2013

Total Number of Identity Theft, Fraud and Other Consumer Complaints = 28,622

Fraud and Other Complaints Count from Indiana Consumers = 24,777

Top 10 Fraud and Other Complaint Categories Reported by Indiana Consumers

Rank Top Categories Complaints Percentage1
1  Impostor Scams 2,403 10%
2 Debt Collection 2,387 10%
3  Banks and Lenders 1,948 8%
4 Prizes, Sweepstakes and Lotteries 1,499 6%
5  Telephone and Mobile Services 1,353 5%
6  Auto-Related Complaints 1,339 5%
7  Television and Electronic Media 1,072 4%
8  Shop-at-Home and Catalog Sales 978 4%
9 Internet Services 742 3%
10 Health Care 647 3%

Percentages are based on the total number of CSN fraud and other complaints from Indiana consumers (24,777).
Note: These figures exclude complaints provided by the Indiana Office of Attorney General.

Identity Theft Complaints Count from Indiana Victims = 3,845

Identity Theft Types Reported by Indiana Victims

Rank Identity Theft Type Complaints Percentage1

1  Government Documents or Benefits Fraud 1,114 29%
2 Phone or Utilities Fraud 690 18%
3 Credit Card Fraud 589 15%
4  Bank Fraud 326 8%
5  Employment-Related Fraud 165 4%
6 Loan Fraud 139 4%

Other 879 23%

Attempted Identity Theft 303 8%

1Percentages are based on the 3,845 victims reporting from Indiana. Note that CSN identity theft
complaints may be coded under multiple theft types.
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IOWA
Consumer Sentinel Network Complaint Figures
January 1 - December 31, 2013

NETWORK

Total Number of Identity Theft, Fraud and Other Consumer Complaints = 10,965

Fraud and Other Complaints Count from lowa Consumers = 9,717

Top 10 Fraud and Other Complaint Categories Reported by lowa Consumers
Rank Top Categories Complaints Percentage1
1  Debt Collection 888 9%
2  Telephone and Mobile Services 801 8%
3 Impostor Scams 761 8%
4  Banks and Lenders 625 6%
5  Auto-Related Complaints 446 5%
6  Prizes, Sweepstakes and Lotteries 441 5%
7  Television and Electronic Media 439 5%
8  Shop-at-Home and Catalog Sales 418 4%
9 Internet Services 326 3%
10 Internet Auction 308 3%

!Percentages are based on the total number of CSN fraud and other complaints from lowa consumer:
Note: These figures exclude complaints provided by the lowa Office of Attorney General.

$(9,717).

Identity Theft Complaints Count from lowa Victims = 1,248

Identity Theft Types Reported by lowa Victims

Rank Identity Theft Type Complaints Percentage1

1  Government Documents or Benefits Fraud 326 26%
2  Credit Card Fraud 230 18%
3 Phone or Utilities Fraud 162 13%
4  Bank Fraud 90 7%
5  Employment-Related Fraud 63 5%
6 Loan Fraud 45 4%

Other 333 27%

Attempted Identity Theft 110 9%

1Percentages are based on the 1,248 victims reporting from lowa. Note that CSN identity theft
complaints may be coded under multiple theft types.
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KANSAS
Consumer Sentinel Network Complaint Figures
January 1 - December 31, 2013

Total Number of Identity Theft, Fraud and Other Consumer Complaints = 12,173

Fraud and Other Complaints Count from Kansas Consumers = 10,390

Top 10 Fraud and Other Complaint Categories Reported by Kansas Consumers

Rank Top Categories Complaints Percentage1
1  Debt Collection 1,100 11%
2 Impostor Scams 945 9%
3  Banks and Lenders 709 7%
4  Telephone and Mobile Services 568 5%
5  Auto-Related Complaints 547 5%
6  Prizes, Sweepstakes and Lotteries 521 5%
7  Shop-at-Home and Catalog Sales 413 4%
8 Internet Services 329 3%
9  Television and Electronic Media 298 3%
10 Health Care 247 2%

IPercentages are based on the total number of CSN fraud and other complaints from Kansas consumers (10,390).

Identity Theft Complaints Count from Kansas Victims = 1,783

Identity Theft Types Reported by Kansas Victims

Rank Identity Theft Type Complaints Percentage1

1  Government Documents or Benefits Fraud 527 30%
2  Credit Card Fraud 333 19%
3 Phone or Utilities Fraud 242 14%
4  Bank Fraud 151 8%
5  Employment-Related Fraud 89 5%
6 Loan Fraud 74 4%

Other 410 23%

Attempted Identity Theft 139 8%

1Percentages are based on the 1,783 victims reporting from Kansas. Note that CSN identity theft
complaints may be coded under multiple theft types.
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KENTUCKY
Consumer Sentinel Network Complaint Figures
January 1 - December 31, 2013

Total Number of Identity Theft, Fraud and Other Consumer Complaints = 18,404

Fraud and Other Complaints Count from Kentucky Consumers = 16,203

Top 10 Fraud and Other Complaint Categories Reported by Kentucky Consumers

Rank Top Categories Complaints Percentage1
1  Debt Collection 1,717 11%
2  Banks and Lenders 1,330 8%
3  Auto-Related Complaints 1,104 7%
4 Impostor Scams 1,101 7%
5  Prizes, Sweepstakes and Lotteries 897 6%
6  Telephone and Mobile Services 873 5%
7  Television and Electronic Media 704 4%
8  Shop-at-Home and Catalog Sales 674 4%
9 Internet Services 507 3%
10 Health Care 411 3%

IPercentages are based on the total number of CSN fraud and other complaints from Kentucky consumers (16,203).

Identity Theft Complaints Count from Kentucky Victims = 2,201

Identity Theft Types Reported by Kentucky Victims

Rank Identity Theft Type Complaints Percentage1

1  Government Documents or Benefits Fraud 813 37%
2  Credit Card Fraud 323 15%
3 Phone or Utilities Fraud 282 13%
4  Bank Fraud 167 8%
5  Employment-Related Fraud 70 3%
6 Loan Fraud 56 3%

Other 492 22%

Attempted Identity Theft 156 7%

1Percentages are based on the 2,201 victims reporting from Kentucky. Note that CSN identity theft
complaints may be coded under multiple theft types.
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LOUISIANA
Consumer Sentinel Network Complaint Figures
January 1 - December 31, 2013

Total Number of Identity Theft, Fraud and Other Consumer Complaints = 22,274

Fraud and Other Complaints Count from Louisiana Consumers = 19,070

Top 10 Fraud and Other Complaint Categories Reported by Louisiana Consumers

Rank Top Categories Complaints Percentage1
1  Debt Collection 2,379 12%
2 Impostor Scams 1,447 8%
3 Banks and Lenders 1,396 7%
4 Prizes, Sweepstakes and Lotteries 1,313 7%
5  Telephone and Mobile Services 1,169 6%
6  Auto-Related Complaints 962 5%
7  Shop-at-Home and Catalog Sales 638 3%
8 Credit Bureaus, Information Furnishers and Report 581 3%

Users
9  Television and Electronic Media 570 3%
10 Internet Auction 413 2%

!Percentages are based on the total number of CSN fraud and other complaints from Louisiana consumers (19,070).
Note: These figures exclude complaints provided by the Louisiana Office of Attorney General.

Identity Theft Complaints Count from Louisiana Victims = 3,204

Identity Theft Types Reported by Louisiana Victims

Rank Identity Theft Type Complaints Percentage1

1  Government Documents or Benefits Fraud 1,473 46%
2 Phone or Utilities Fraud 365 11%
3 Credit Card Fraud 363 11%
4  Bank Fraud 218 7%
5 Loan Fraud 153 5%
6  Employment-Related Fraud 123 4%

Other 613 19%

Attempted Identity Theft 168 5%

1Percentages are based on the 3,204 victims reporting from Louisiana. Note that CSN identity theft
complaints may be coded under multiple theft types.
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Consumer Sentinel Network Complaint Figures

January 1 - December 31, 2013

NETWORK

Total Number of Identity Theft, Fraud and Other Consumer Complaints = 5,179

Fraud and Other Complaints Count from Maine Consumers = 4,668

Top 10 Fraud and Other Complaint Categories Reported by Maine Consumers

Rank Top Categories Complaints Percentage1
1 Banks and Lenders 447 10%
2 Impostor Scams 400 9%
3  Debt Collection 373 8%
4  Telephone and Mobile Services 330 7%
5  Shop-at-Home and Catalog Sales 216 5%
6  Internet Services 210 4%
7  Prizes, Sweepstakes and Lotteries 204 4%
8  Auto-Related Complaints 185 4%
9  Television and Electronic Media 181 4%
10 Credit Cards 160 3%

1Percentages are based on the total number of CSN fraud and other complaints from Maine consumers (4,668).
Note: These figures exclude complaints provided by the Maine Office of Attorney General.

Identity Theft Complaints Count from Maine Victims = 511

Identity Theft Types Reported by Maine Victims

Rank Identity Theft Type Complaints Percentage1

1  Government Documents or Benefits Fraud 194 38%
2  Credit Card Fraud 72 14%
3 Phone or Utilities Fraud 62 12%
4  Bank Fraud 33 6%
5 Loan Fraud 16 3%
6  Employment-Related Fraud 7 1%

Other 113 22%

Attempted Identity Theft 36 7%

1Percentages are based on the 511 victims reporting from Maine. Note that CSN identity theft
complaints may be coded under multiple theft types.
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MARYLAND
Consumer Sentinel Network Complaint Figures
January 1 - December 31, 2013

Total Number of Identity Theft, Fraud and Other Consumer Complaints = 39,582

Fraud and Other Complaints Count from Maryland Consumers = 33,922

Top 10 Fraud and Other Complaint Categories Reported by Maryland Consumers

Rank Top Categories Complaints Percentage1
1 Banks and Lenders 4,648 14%
2 Debt Collection 3,369 10%
3 Impostor Scams 2,173 6%
4  Auto-Related Complaints 1,793 5%
5  Telephone and Mobile Services 1,554 5%
6  Prizes, Sweepstakes and Lotteries 1,209 4%
7  Shop-at-Home and Catalog Sales 1,203 4%
8  Television and Electronic Media 1,076 3%
9  Credit Cards 1,075 3%
10 Internet Services 998 3%

IPercentages are based on the total number of CSN fraud and other complaints from Maryland consumers (33,922).

Identity Theft Complaints Count from Maryland Victims = 5,660

Identity Theft Types Reported by Maryland Victims

Rank Identity Theft Type Complaints Percentage1

1  Government Documents or Benefits Fraud 1,656 29%
2  Credit Card Fraud 1,087 19%
3 Phone or Utilities Fraud 749 13%
4  Bank Fraud 482 9%
5 Loan Fraud 248 4%
6  Employment-Related Fraud 216 4%

Other 1,344 24%

Attempted Identity Theft 477 8%

1Percentages are based on the 5,660 victims reporting from Maryland. Note that CSN identity theft
complaints may be coded under multiple theft types.
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Consumer Sentinel Network Complaint Figures

January 1 - December 31, 2013

NETWORK

Total Number of Identity Theft, Fraud and Other Consumer Complaints = 34,266

Fraud and Other Complaints Count from Massachusetts Consumers = 30,029

Top 10 Fraud and Other Complaint Categories Reported by Massachusetts Consumers

Rank Top Categories Complaints Percentage1
1 Banks and Lenders 2,835 9%
2  Debt Collection 2,554 9%
3 Impostor Scams 2,271 8%
4  Telephone and Mobile Services 2,252 7%
5  Auto-Related Complaints 1,404 5%
6  Shop-at-Home and Catalog Sales 1,160 4%
7  Internet Services 962 3%
8  Prizes, Sweepstakes and Lotteries 948 3%
9  Television and Electronic Media 803 3%
10 Health Care 778 3%

1Percentages are based on the total number of CSN fraud and other complaints from Massachusetts consumers (30,029).

Identity Theft Complaints Count from Massachusetts Victims = 4,237

Identity Theft Types Reported by Massachusetts Victims

Rank Identity Theft Type Complaints Percentage1

1  Government Documents or Benefits Fraud 1,366 32%
2  Credit Card Fraud 804 19%
3 Phone or Utilities Fraud 572 14%
4  Bank Fraud 279 7%
5  Employment-Related Fraud 196 5%
6 Loan Fraud 0 2%

Other 1,012 24%

Attempted Identity Theft 335 8%

1Percentages are based on the 4,237 victims reporting from Massachusetts. Note that CSN identity theft
complaints may be coded under multiple theft types.
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MICHIGAN
Consumer Sentinel Network Complaint Figures
January 1 - December 31, 2013

Total Number of Identity Theft, Fraud and Other Consumer Complaints = 66,964

Fraud and Other Complaints Count from Michigan Consumers = 57,358

Top 10 Fraud and Other Complaint Categories Reported by Michigan Consumers

Rank Top Categories Complaints Percentage1
1  Debt Collection 9,229 16%
2  Telephone and Mobile Services 6,644 12%
3  Banks and Lenders 4,363 8%
4 Impostor Scams 2,899 5%
5  Shop-at-Home and Catalog Sales 1,677 3%
6  Television and Electronic Media 1,627 3%
7  Prizes, Sweepstakes and Lotteries 1,622 3%
8  Auto-Related Complaints 1,547 3%
9 Internet Services 1,150 2%
10 Health Care 933 2%

IPercentages are based on the total number of CSN fraud and other complaints from Michigan consumers (57,358).
Note: These figures exclude complaints provided by the Michigan Office of Attorney General.

Identity Theft Complaints Count from Michigan Victims = 9,606

Identity Theft Types Reported by Michigan Victims

Rank Identity Theft Type Complaints Percentage1

1  Government Documents or Benefits Fraud 3,864 40%
2 Phone or Utilities Fraud 1,792 19%
3  Credit Card Fraud 1,271 13%
4  Bank Fraud 585 6%
5 Loan Fraud 354 4%
6  Employment-Related Fraud 323 3%

Other 1,639 17%

Attempted Identity Theft 609 6%

1Percentages are based on the 9,606 victims reporting from Michigan. Note that CSN identity theft
complaints may be coded under multiple theft types.
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MINNESOTA
Consumer Sentinel Network Complaint Figures
January 1 - December 31, 2013

Total Number of Identity Theft, Fraud and Other Consumer Complaints = 23,527

Fraud and Other Complaints Count from Minnesota Consumers = 20,610

Top 10 Fraud and Other Complaint Categories Reported by Minnesota Consumers

Rank Top Categories Complaints Percentage1
1 Banks and Lenders 2,040 10%
2  Debt Collection 1,689 8%
3 Impostor Scams 1,574 8%
4  Telephone and Mobile Services 1,273 6%
5  Television and Electronic Media 1,073 5%
6  Auto-Related Complaints 1,009 5%
7  Health Care 860 4%
8  Shop-at-Home and Catalog Sales 833 4%
9 Internet Services 781 4%
10  Prizes, Sweepstakes and Lotteries 627 3%

IPercentages are based on the total number of CSN fraud and other complaints from Minnesota consumers (20,610).

Identity Theft Complaints Count from Minnesota Victims = 2,917

Identity Theft Types Reported by Minnesota Victims

Rank Identity Theft Type Complaints Percentage1

1  Government Documents or Benefits Fraud 709 24%
2  Credit Card Fraud 509 17%
3 Phone or Utilities Fraud 312 11%
4  Bank Fraud 214 7%
5  Employment-Related Fraud 131 4%
6 Loan Fraud 83 3%

Other 954 33%

Attempted Identity Theft 254 9%

1Percentages are based on the 2,917 victims reporting from Minnesota. Note that CSN identity theft
complaints may be coded under multiple theft types.
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MISSISSIPPI
Consumer Sentinel Network Complaint Figures
January 1 - December 31, 2013

Total Number of Identity Theft, Fraud and Other Consumer Complaints = 12,719

Fraud and Other Complaints Count from Mississippi Consumers = 10,486

Top 10 Fraud and Other Complaint Categories Reported by Mississippi Consumers

Rank Top Categories Complaints Percentage1
1  Prizes, Sweepstakes and Lotteries 1,104 11%
2 Debt Collection 1,023 10%
3 Impostor Scams 944 9%
4 Banks and Lenders 712 7%
5  Telephone and Mobile Services 510 5%
6  Auto-Related Complaints 470 4%
7  Television and Electronic Media 427 4%
8  Shop-at-Home and Catalog Sales 329 3%
9  Foreign Money Offers and Counterfeit Check Scams 235 2%
10 Internet Services 234 2%

Percentages are based on the total number of CSN fraud and other complaints from Mississippi consumers (10,486).
Note: These figures exclude complaints provided by the Mississippi Office of Attorney General.

Identity Theft Complaints Count from Mississippi Victims = 2,233

Identity Theft Types Reported by Mississippi Victims

Rank Identity Theft Type Complaints Percentage1

1  Government Documents or Benefits Fraud 1,007 45%
2 Phone or Utilities Fraud 294 13%
3 Credit Card Fraud 219 10%
4  Bank Fraud 163 7%
5 Loan Fraud 86 4%
6  Employment-Related Fraud 78 3%

Other 462 21%

Attempted Identity Theft 100 4%

Percentages are based on the 2,233 victims reporting from Mississippi. Note that CSN identity theft
complaints may be coded under multiple theft types.
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MISSOURI
Consumer Sentinel Network Complaint Figures
January 1 - December 31, 2013

Total Number of Identity Theft, Fraud and Other Consumer Complaints = 30,372

Fraud and Other Complaints Count from Missouri Consumers = 26,320

Top 10 Fraud and Other Complaint Categories Reported by Missouri Consumers

Rank Top Categories Complaints Percentage1
1  Debt Collection 2,780 11%
2 Banks and Lenders 2,575 10%
3  Auto-Related Complaints 2,000 8%
4 Impostor Scams 1,903 7%
5  Telephone and Mobile Services 1,847 7%
6  Television and Electronic Media 1,340 5%
7  Prizes, Sweepstakes and Lotteries 1,085 4%
8  Shop-at-Home and Catalog Sales 1,078 4%
9 Internet Services 843 3%
10 Health Care 790 3%

IPercentages are based on the total number of CSN fraud and other complaints from Missouri consumers (26,320).

Identity Theft Complaints Count from Missouri Victims = 4,052

Identity Theft Types Reported by Missouri Victims

Rank Identity Theft Type Complaints Percentage1

1  Government Documents or Benefits Fraud 1,279 32%
2 Phone or Utilities Fraud 614 15%
3 Credit Card Fraud 577 14%
4  Bank Fraud 370 9%
5  Employment-Related Fraud 179 4%
6 Loan Fraud 159 4%

Other 903 22%

Attempted Identity Theft 325 8%

1Percentages are based on the 4,052 victims reporting from Missouri. Note that CSN identity theft
complaints may be coded under multiple theft types.
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MONTANA
Consumer Sentinel Network Complaint Figures
January 1 - December 31, 2013

Total Number of Identity Theft, Fraud and Other Consumer Complaints = 4,084

Fraud and Other Complaints Count from Montana Consumers = 3,575

Top 10 Fraud and Other Complaint Categories Reported by Montana Consumers

Rank Top Categories Complaints Percentage1
1  Impostor Scams 326 9%
2  Debt Collection 320 9%
3  Prizes, Sweepstakes and Lotteries 192 5%
4 Banks and Lenders 179 5%
5  Telephone and Mobile Services 178 5%
6  Shop-at-Home and Catalog Sales 171 5%
7  Auto-Related Complaints 142 4%
8 Internet Services 137 4%
9  Office Supplies and Services 98 3%
10 Foreign Money Offers and Counterfeit Check Scams 93 3%

Percentages are based on the total number of CSN fraud and other complaints from Montana consumers (3,575).
Note: These figures exclude complaints provided by the Montana Department of Justice.

Identity Theft Complaints Count from Montana Victims = 509

Identity Theft Types Reported by Montana Victims

Rank Identity Theft Type Complaints Percentage1

1  Government Documents or Benefits Fraud 139 27%
2  Credit Card Fraud 73 14%
3 Phone or Utilities Fraud 59 12%
4  Bank Fraud 41 8%
5  Employment-Related Fraud 15 3%
6 Loan Fraud 10 2%

Other 157 31%

Attempted Identity Theft 51 10%

1Percentages are based on the 509 victims reporting from Montana. Note that CSN identity theft
complaints may be coded under multiple theft types.
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NEBRASKA
Consumer Sentinel Network Complaint Figures
January 1 - December 31, 2013

Total Number of Identity Theft, Fraud and Other Consumer Complaints = 7,603

Fraud and Other Complaints Count from Nebraska Consumers = 6,638

Top 10 Fraud and Other Complaint Categories Reported by Nebraska Consumers

Rank Top Categories Complaints Percentage1
1  Debt Collection 707 11%
2 Impostor Scams 516 8%
3  Banks and Lenders 501 8%
4  Auto-Related Complaints 389 6%
5  Telephone and Mobile Services 375 6%
6  Television and Electronic Media 292 4%
7  Prizes, Sweepstakes and Lotteries 288 4%
8  Shop-at-Home and Catalog Sales 277 4%
9  Health Care 215 3%
10 Internet Services 191 3%

1Percentages are based on the total number of CSN fraud and other complaints from Nebraska consumers (6,638).

Identity Theft Complaints Count from Nebraska Victims = 965

Identity Theft Types Reported by Nebraska Victims

Rank Identity Theft Type Complaints Percentage1

1  Government Documents or Benefits Fraud 234 24%
2  Credit Card Fraud 176 18%
3 Phone or Utilities Fraud 121 13%
4 Employment-Related Fraud 75 8%
5 BankFraud 73 8%
6 Loan Fraud 26 3%

Other 269 28%

Attempted Identity Theft 75 8%

1Percentages are based on the 965 victims reporting from Nebraska. Note that CSN identity theft
complaints may be coded under multiple theft types.
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NEVADA
Consumer Sentinel Network Complaint Figures
January 1 - December 31, 2013

Total Number of Identity Theft, Fraud and Other Consumer Complaints = 20,062

Fraud and Other Complaints Count from Nevada Consumers = 17,354

Top 10 Fraud and Other Complaint Categories Reported by Nevada Consumers

Rank Top Categories Complaints Percentage1
1  Debt Collection 2,028 12%
2 Banks and Lenders 1,413 8%
3 Impostor Scams 1,295 7%
4  Telephone and Mobile Services 1,011 6%
5  Auto-Related Complaints 900 5%
6  Prizes, Sweepstakes and Lotteries 569 3%
7  Internet Services 500 3%
8  Shop-at-Home and Catalog Sales 472 3%
9  Business and Job Opportunities 408 2%
10 Television and Electronic Media 400 2%

IPercentages are based on the total number of CSN fraud and other complaints from Nevada consumers (17,354).

Identity Theft Complaints Count from Nevada Victims = 2,708

Identity Theft Types Reported by Nevada Victims

Rank Identity Theft Type Complaints Percentage1

1  Government Documents or Benefits Fraud 721 27%
2  Credit Card Fraud 476 18%
3 Phone or Utilities Fraud 357 13%
4  Bank Fraud 218 8%
5  Employment-Related Fraud 200 7%
6 Loan Fraud 132 5%

Other 783 29%

Attempted Identity Theft 210 8%

1Percentages are based on the 2,708 victims reporting from Nevada. Note that CSN identity theft
complaints may be coded under multiple theft types.
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NEW HAMPSHIRE
Consumer Sentinel Network Complaint Figures
January 1 - December 31, 2013

Total Number of Identity Theft, Fraud and Other Consumer Complaints = 6,984

Fraud and Other Complaints Count from New Hampshire Consumers = 6,297

Top 10 Fraud and Other Complaint Categories Reported by New Hampshire Consumers

Rank Top Categories Complaints Percentage1
1 Banks and Lenders 818 13%
2  Debt Collection 520 8%
3 Impostor Scams 518 8%
4  Auto-Related Complaints 382 6%
5  Telephone and Mobile Services 363 6%
6  Shop-at-Home and Catalog Sales 260 4%
7  Television and Electronic Media 238 4%
8 Internet Services 205 3%
9  Prizes, Sweepstakes and Lotteries 204 3%
10 Health Care 179 3%

IPercentages are based on the total number of CSN fraud and other complaints from New Hampshire consumers (6,297).

Identity Theft Complaints Count from New Hampshire Victims = 687

Identity Theft Types Reported by New Hampshire Victims

Rank Identity Theft Type Complaints Percentage1

1  Government Documents or Benefits Fraud 177 26%
2  Credit Card Fraud 131 19%
3  BankFraud 79 11%
4 Phone or Utilities Fraud 77 11%
5 Loan Fraud 23 3%
6  Employment-Related Fraud 18 3%

Other 162 24%

Attempted Identity Theft 74 11%

1Percentages are based on the 687 victims reporting from New Hampshire. Note that CSN identity theft
complaints may be coded under multiple theft types.
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NEW JERSEY
Consumer Sentinel Network Complaint Figures
January 1 - December 31, 2013

Total Number of Identity Theft, Fraud and Other Consumer Complaints = 52,977

Fraud and Other Complaints Count from New Jersey Consumers = 45,801

Top 10 Fraud and Other Complaint Categories Reported by New Jersey Consumers

Rank Top Categories Complaints Percentage1
1 Banks and Lenders 5,316 12%
2 Debt Collection 4,984 11%
3  Telephone and Mobile Services 3,021 7%
4 Impostor Scams 2,774 6%
5  Auto-Related Complaints 2,372 5%
6  Shop-at-Home and Catalog Sales 1,484 3%
7  Internet Services 1,313 3%
8  Credit Cards 1,247 3%
9  Prizes, Sweepstakes and Lotteries 1,245 3%
10 Health Care 1,228 3%

IPercentages are based on the total number of CSN fraud and other complaints from New Jersey consumers (45,801).

Identity Theft Complaints Count from New Jersey Victims = 7,176

Identity Theft Types Reported by New Jersey Victims

Rank Identity Theft Type Complaints Percentage1

1  Government Documents or Benefits Fraud 1,912 27%
2  Credit Card Fraud 1,264 18%
3 Phone or Utilities Fraud 1,037 14%
4  Bank Fraud 561 8%
5  Employment-Related Fraud 376 5%
6 Loan Fraud 234 3%

Other 1,940 27%

Attempted Identity Theft 563 8%

1Percentages are based on the 7,176 victims reporting from New Jersey. Note that CSN identity theft
complaints may be coded under multiple theft types.
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NEW MEXICO
Consumer Sentinel Network Complaint Figures
January 1 - December 31, 2013

Total Number of Identity Theft, Fraud and Other Consumer Complaints = 9,740

Fraud and Other Complaints Count from New Mexico Consumers = 8,292

Top 10 Fraud and Other Complaint Categories Reported by New Mexico Consumers

Rank Top Categories Complaints Percentage1
1  Debt Collection 851 10%
2 Impostor Scams 670 8%
3 Banks and Lenders 620 7%
4 Prizes, Sweepstakes and Lotteries 513 6%
5  Auto-Related Complaints 416 5%
6  Telephone and Mobile Services 385 5%
7  Shop-at-Home and Catalog Sales 332 4%
8 Credit Bureaus, Information Furnishers and Report 298 4%

Users
9  Television and Electronic Media 267 3%
10 Internet Services 237 3%

IPercentages are based on the total number of CSN fraud and other complaints from New Mexico consumers (8,292).

Identity Theft Complaints Count from New Mexico Victims = 1,448

Identity Theft Types Reported by New Mexico Victims

Rank Identity Theft Type Complaints Percentage1

1  Government Documents or Benefits Fraud 354 24%
2  Credit Card Fraud 202 14%
3 Phone or Utilities Fraud 168 12%
4 Employment-Related Fraud 165 11%
5 BankFraud 113 8%
6 Loan Fraud 50 3%

Other 446 31%

Attempted Identity Theft 99 7%

1Percentages are based on the 1,448 victims reporting from New Mexico. Note that CSN identity theft
complaints may be coded under multiple theft types.
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NEW YORK
Consumer Sentinel Network Complaint Figures
January 1 - December 31, 2013

Total Number of Identity Theft, Fraud and Other Consumer Complaints = 103,745

Fraud and Other Complaints Count from New York Consumers = 86,673

Top 10 Fraud and Other Complaint Categories Reported by New York Consumers

Rank Top Categories Complaints Percentage1
1  Debt Collection 8,710 10%
2  Banks and Lenders 8,373 10%
3  Telephone and Mobile Services 6,537 8%
4 Impostor Scams 4,717 5%
5  Auto-Related Complaints 4,159 5%
6  Shop-at-Home and Catalog Sales 3,402 4%
7  Prizes, Sweepstakes and Lotteries 2,714 3%
8 Internet Services 2,611 3%
9  Credit Cards 2,588 3%
10 Health Care 2,350 3%

1Percentages are based on the total number of CSN fraud and other complaints from New York consumers (86,673).

Identity Theft Complaints Count from New York Victims = 17,072

Identity Theft Types Reported by New York Victims

Rank Identity Theft Type Complaints Percentage1

1  Government Documents or Benefits Fraud 4,979 29%
2  Credit Card Fraud 3,587 21%
3 Phone or Utilities Fraud 2,201 13%
4 Bank Fraud 1,693 10%
5  Employment-Related Fraud 644 4%
6 Loan Fraud 583 3%

Other 3,746 22%

Attempted Identity Theft 1,486 9%

1Percentages are based on the 17,072 victims reporting from New York. Note that CSN identity theft
complaints may be coded under multiple theft types.
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NORTH CAROLINA
Consumer Sentinel Network Complaint Figures
January 1 - December 31, 2013

Total Number of Identity Theft, Fraud and Other Consumer Complaints = 48,333

Fraud and Other Complaints Count from North Carolina Consumers = 41,654

Top 10 Fraud and Other Complaint Categories Reported by North Carolina Consumers

Rank Top Categories Complaints Percentage1
1 Banks and Lenders 4,341 10%
2  Debt Collection 3,953 9%
3 Impostor Scams 2,696 6%
4  Auto-Related Complaints 2,591 6%
5  Telephone and Mobile Services 2,338 6%
6  Prizes, Sweepstakes and Lotteries 2,145 5%
7  Television and Electronic Media 2,005 5%
8  Shop-at-Home and Catalog Sales 1,614 4%
9 Internet Services 1,215 3%
10 Health Care 1,058 3%

Percentages are based on the total number of CSN fraud and other complaints from North Carolina consumers (41,654).
Note: These figures exclude complaints provided by the North Carolina Department of Justice.

Identity Theft Complaints Count from North Carolina Victims = 6,679

Identity Theft Types Reported by North Carolina Victims

Rank Identity Theft Type Complaints Percentage1

1  Government Documents or Benefits Fraud 2,236 33%
2 Phone or Utilities Fraud 949 14%
3 Credit Card Fraud 859 13%
4  Bank Fraud 411 6%
5 Loan Fraud 296 4%
6  Employment-Related Fraud 292 4%

Other 1,722 26%

Attempted Identity Theft 493 7%

1Percentages are based on the 6,679 victims reporting from North Carolina. Note that CSN identity theft
complaints may be coded under multiple theft types.
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NORTH DAKOTA
Consumer Sentinel Network Complaint Figures
January 1 - December 31, 2013

Total Number of Identity Theft, Fraud and Other Consumer Complaints = 2,192

Fraud and Other Complaints Count from North Dakota Consumers = 1,960

Top 10 Fraud and Other Complaint Categories Reported by North Dakota Consumers

Rank Top Categories Complaints Percentage1
1  Prizes, Sweepstakes and Lotteries 219 11%
2  Debt Collection 147 8%
3 Impostor Scams 131 7%
4  Banks and Lenders 100 5%
5  Shop-at-Home and Catalog Sales 97 5%
6  Auto-Related Complaints 96 5%
7  Telephone and Mobile Services 94 5%
8 Internet Services 64 3%
9  Television and Electronic Media 54 3%
10 Health Care 49 3%

IPercentages are based on the total number of CSN fraud and other complaints from North Dakota consumers (1,960).

Identity Theft Complaints Count from North Dakota Victims = 232

Identity Theft Types Reported by North Dakota Victims

Rank Identity Theft Type Complaints Percentage1

1  Government Documents or Benefits Fraud 61 26%
2  Credit Card Fraud 37 16%
3 Phone or Utilities Fraud 32 14%
4  Bank Fraud 15 6%
5 Loan Fraud 8 3%
6  Employment-Related Fraud 5 2%

Other 75 32%

Attempted Identity Theft 17 7%

IPercentages are based on the 232 victims reporting from North Dakota. Note that CSN identity theft
complaints may be coded under multiple theft types.
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Total Number of Identity Theft, Fraud and Other Consumer Complaints = 58,267

Fraud and Other Complaints Count from Ohio Consumers = 50,765

Top 10 Fraud and Other Complaint Categories Reported by Ohio Consumers

Rank Top Categories Complaints Percentage1
1  Debt Collection 5,562 11%
2 Banks and Lenders 4,961 10%
3 Impostor Scams 3,653 7%
4  Auto-Related Complaints 3,514 7%
5  Telephone and Mobile Services 2,695 5%
6  Television and Electronic Media 2,556 5%
7  Prizes, Sweepstakes and Lotteries 1,850 4%
8  Shop-at-Home and Catalog Sales 1,824 4%
9  Health Care 1,624 3%
10 Internet Services 1,381 3%

1Percentages are based on the total number of CSN fraud and other complaints from Ohio consumers (50,765).
Note: These figures exclude complaints provided by the Ohio Office of Attorney General.

Identity Theft Complaints Count from Ohio Victims = 7,502

Identity Theft Types Reported by Ohio Victims

Rank Identity Theft Type Complaints Percentage1

1  Government Documents or Benefits Fraud 2,799 3%
2 Phone or Utilities Fraud 1,214 16%
3  Credit Card Fraud 1,131 15%
4  Bank Fraud 544 7%
5 Loan Fraud 248 3%
6  Employment-Related Fraud 214 3%

Other 1,518 20%

Attempted Identity Theft 527 7%

1Percentages are based on the 7,502 victims reporting from Ohio. Note that CSN identity theft
complaints may be coded under multiple theft types.
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OKLAHOMA
Consumer Sentinel Network Complaint Figures
January 1 - December 31, 2013

Total Number of Identity Theft, Fraud and Other Consumer Complaints = 15,515

Fraud and Other Complaints Count from Oklahoma Consumers = 13,206

Top 10 Fraud and Other Complaint Categories Reported by Oklahoma Consumers

Rank Top Categories Complaints Percentage1
1  Debt Collection 1,490 11%
2 Impostor Scams 1,103 8%
3  Banks and Lenders 920 7%
4 Prizes, Sweepstakes and Lotteries 868 7%
5  Auto-Related Complaints 860 7%
6  Telephone and Mobile Services 831 6%
7  Shop-at-Home and Catalog Sales 499 4%
8  Television and Electronic Media 411 3%
9 Internet Services 391 3%
10 Health Care 309 2%

IPercentages are based on the total number of CSN fraud and other complaints from Oklahoma consumers (13,206).

Identity Theft Complaints Count from Oklahoma Victims = 2,309

Identity Theft Types Reported by Oklahoma Victims

Rank Identity Theft Type Complaints Percentage1

1  Government Documents or Benefits Fraud 695 30%
2  Credit Card Fraud 371 16%
3 Phone or Utilities Fraud 349 15%
4  Bank Fraud 180 8%
5  Employment-Related Fraud 138 6%
6 Loan Fraud 134 6%

Other 564 24%

Attempted Identity Theft 164 7%

1Percentages are based on the 2,309 victims reporting from Oklahoma. Note that CSN identity theft
complaints may be coded under multiple theft types.
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OREGON
Consumer Sentinel Network Complaint Figures
January 1 - December 31, 2013

Total Number of Identity Theft, Fraud and Other Consumer Complaints = 19,197

Fraud and Other Complaints Count from Oregon Consumers = 16,827

Top 10 Fraud and Other Complaint Categories Reported by Oregon Consumers

Rank Top Categories Complaints Percentage1
1  Debt Collection 1,715 10%
2  Banks and Lenders 1,518 9%
3 Impostor Scams 1,308 8%
4  Telephone and Mobile Services 847 5%
5  Auto-Related Complaints 772 5%
6  Television and Electronic Media 717 4%
7  Internet Services 702 4%
8  Shop-at-Home and Catalog Sales 675 4%
9  Prizes, Sweepstakes and Lotteries 536 3%
10 Health Care 488 3%

Percentages are based on the total number of CSN fraud and other complaints from Oregon consumers (16,827).
Note: These figures exclude complaints provided by the Oregon Department of Justice.

Identity Theft Complaints Count from Oregon Victims = 2,370

Identity Theft Types Reported by Oregon Victims

Rank Identity Theft Type Complaints Percentage1

1  Government Documents or Benefits Fraud 470 20%
2  Credit Card Fraud 443 19%
3 Phone or Utilities Fraud 277 12%
4  Bank Fraud 223 9%
5  Employment-Related Fraud 92 4%
6 Loan Fraud 74 3%

Other 761 32%

Attempted Identity Theft 244 10%

1Percentages are based on the 2,370 victims reporting from Oregon. Note that CSN identity theft
complaints may be coded under multiple theft types.

Federal Trade Commission Page 59 of 102 Released February 2014



R LLY
~' CONSUMER
MNETWORK

PENNSYLVANIA
Consumer Sentinel Network Complaint Figures
January 1 - December 31, 2013

Total Number of Identity Theft, Fraud and Other Consumer Complaints = 65,128

Fraud and Other Complaints Count from Pennsylvania Consumers = 56,185

Top 10 Fraud and Other Complaint Categories Reported by Pennsylvania Consumers

Rank Top Categories Complaints Percentage1
1  Debt Collection 6,309 11%
2 Banks and Lenders 5,461 10%
3  Telephone and Mobile Services 3,738 7%
4 Impostor Scams 3,527 6%
5  Auto-Related Complaints 2,543 5%
6  Prizes, Sweepstakes and Lotteries 2,306 4%
7  Shop-at-Home and Catalog Sales 2,145 4%
8  Television and Electronic Media 1,872 3%
9 Internet Services 1,704 3%
10 Credit Cards 1,389 2%

IPercentages are based on the total number of CSN fraud and other complaints from Pennsylvania consumers (56,185).

Identity Theft Complaints Count from Pennsylvania Victims = 8,943

Identity Theft Types Reported by Pennsylvania Victims

Rank Identity Theft Type Complaints Percentage1

1  Government Documents or Benefits Fraud 2,419 27%
2 Phone or Utilities Fraud 1,661 19%
3  Credit Card Fraud 1,546 17%
4  Bank Fraud 676 8%
5  Employment-Related Fraud 475 5%
6 Loan Fraud 254 3%

Other 2,128 24%

Attempted Identity Theft 639 7%

1Percentages are based on the 8,943 victims reporting from Pennsylvania. Note that CSN identity theft
complaints may be coded under multiple theft types.
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RHODE ISLAND
Consumer Sentinel Network Complaint Figures
January 1 - December 31, 2013

Total Number of Identity Theft, Fraud and Other Consumer Complaints = 5,075

Fraud and Other Complaints Count from Rhode Island Consumers = 4,438

Top 10 Fraud and Other Complaint Categories Reported by Rhode Island Consumers

Rank Top Categories Complaints Percentage1
1  Debt Collection 681 15%
2  Telephone and Mobile Services 405 9%
3  Banks and Lenders 384 9%
4 Impostor Scams 240 5%
5  Auto-Related Complaints 225 5%
6  Shop-at-Home and Catalog Sales 176 4%
7  Prizes, Sweepstakes and Lotteries 123 3%
8 Internet Services 121 3%
9  Health Care 100 2%
10 Credit Cards 93 2%

IPercentages are based on the total number of CSN fraud and other complaints from Rhode Island consumers (4,438).

Identity Theft Complaints Count from Rhode Island Victims = 637

Identity Theft Types Reported by Rhode Island Victims

Rank Identity Theft Type Complaints Percentage1

1  Government Documents or Benefits Fraud 212 33%
2  Credit Card Fraud 121 19%
3 Phone or Utilities Fraud 83 13%
4 Employment-Related Fraud 41 6%
5 BankFraud 38 6%
6 Loan Fraud 24 4%

Other 151 24%

Attempted Identity Theft 35 5%

1Percentages are based on the 637 victims reporting from Rhode Island. Note that CSN identity theft
complaints may be coded under multiple theft types.
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SOUTH CAROLINA
Consumer Sentinel Network Complaint Figures
January 1 - December 31, 2013

Total Number of Identity Theft, Fraud and Other Consumer Complaints = 23,379

Fraud and Other Complaints Count from South Carolina Consumers = 20,005

Top 10 Fraud and Other Complaint Categories Reported by South Carolina Consumers

Rank Top Categories Complaints Percentage1
1  Debt Collection 2,504 13%
2  Banks and Lenders 1,849 9%
3 Impostor Scams 1,571 8%
4  Auto-Related Complaints 1,178 6%
5  Telephone and Mobile Services 1,000 5%
6  Prizes, Sweepstakes and Lotteries 956 5%
7  Television and Electronic Media 794 4%
8  Shop-at-Home and Catalog Sales 692 3%
9 Internet Services 565 3%
10 Health Care 457 2%

Percentages are based on the total number of CSN fraud and other complaints from South Carolina consumers (20,005).
Note: These figures exclude complaints provided by the South Carolina Department of Consumer Affairs.

Identity Theft Complaints Count from South Carolina Victims = 3,374

Identity Theft Types Reported by South Carolina Victims

Rank Identity Theft Type Complaints Percentage1

1  Government Documents or Benefits Fraud 1,075 32%
2 Phone or Utilities Fraud 488 14%
3 Credit Card Fraud 447 13%
4  Bank Fraud 256 8%
5 Loan Fraud 156 5%
6  Employment-Related Fraud 137 4%

Other 922 27%

Attempted Identity Theft 198 6%

1Percentages are based on the 3,374 victims reporting from South Carolina. Note that CSN identity theft
complaints may be coded under multiple theft types.
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SOUTH DAKOTA
Consumer Sentinel Network Complaint Figures
January 1 - December 31, 2013

Total Number of Identity Theft, Fraud and Other Consumer Complaints = 2,668

Fraud and Other Complaints Count from South Dakota Consumers = 2,386

Top 10 Fraud and Other Complaint Categories Reported by South Dakota Consumers

Rank Top Categories Complaints Percentage1
1  Debt Collection 258 11%
2 Impostor Scams 183 8%
3  Banks and Lenders 173 7%
4 Prizes, Sweepstakes and Lotteries 137 6%
5  Telephone and Mobile Services 123 5%
6  Shop-at-Home and Catalog Sales 115 5%
7  Auto-Related Complaints 106 4%
8 Internet Services 99 4%
9  Television and Electronic Media 85 4%
10 Office Supplies and Services 74 3%

1Percentages are based on the total number of CSN fraud and other complaints from South Dakota consumers (2,386).

Identity Theft Complaints Count from South Dakota Victims = 282

Identity Theft Types Reported by South Dakota Victims

Rank Identity Theft Type Complaints Percentage1

1  Government Documents or Benefits Fraud 62 22%
2  Credit Card Fraud 45 16%
3 Phone or Utilities Fraud 31 11%
4  Bank Fraud 24 9%
5  Employment-Related Fraud 8 3%
6 Loan Fraud 5 2%

Other 100 35%

Attempted Identity Theft 22 8%

IPercentages are based on the 282 victims reporting from South Dakota. Note that CSN identity theft
complaints 